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Introduction

The parties agreethat these Online Services Terms govern Customer’s use of the Online Services and that the DPA (defined below) sets forth their
obligations with respect to the processing and security of Customer Dataand Personal Data by the Online Services. The parties also agree that,
unless a separate Professional Services agreement exists, these Online Services Terms govern the provision of Professional Se rvices, including but
not limited to the terms in Attachment1 and terms in the DPAfor the processing and security of Professional Services Dataand PersonalData in
connection with that provision. Separateterms, including different privacy and security terms, govern Customer’s use of Non-Microsoft Products
(as defined below). In the event of any conflict or inconsistency between the DPAand any other termsin Customer’s volume licensing agreement
(including the Product Terms or the Online Services Terms), the DPAshall prevail.

Service Level Agreements
Most Online Services offer a Service Level Agreement (SLA). For more information regarding the Online Services SLAs, please refer to
http://microsoft.com/licensing/contracts.

Applicable Online Services Terms and Updates

When Customer renews or purchases a new subscription to an Online Service, the then-current Online Services Terms willapply and will not
change during Customer’s subscription for that Online Service. When Microsoft introduces features, supplements or related soft warethat arenew
(i.e., that were not previously included withthe subscription), Microsoft may provide terms or make updatesto the Online Se rvices Terms that
apply to Customer’s use of those new features, supplements or related software.

Electronic Notices
Microsoft may provide Customer with information and notices aboutOnline Services electronically, including via email, throug h the portal for the
Online Service, or through a web site that Microsoft identifies. Notice is given as of the date itismade available by Microsoft.

Prior Versions
The Online Services Terms provides terms for Online Servicesthat are currently available. For earlier versions of the Online Services Terms,
Customer may refer to http://go.microsoft.com/?linkid=9840733 or contact its reseller or Microsoft Account Manager.

Clarifications and Summary of Changes

| Additions Deletions
GitHub Learning Lab for Organizations
GitHub One

Online Service Specific Terms

Microsoft 365 — Unattended License: Added new entry describing the use terms for the new Microsoft 365 —Unattended License for Unattended
Bots.

GitHub Offerings: Added terms for GitHub One — Premium Support for GitHub Enterprise.

Microsoft Threat Protection: Added a new entry for Microsoft Threat Protection that includes service specific privacy terms.

Attachment 1 — Notices
Core Online Services: Added Norway as a geographic regionfor Customer Data at Restfor Office 365 Services.

Attachment 2 — Subscription License Suites
Subscription License Suites: Updated table to include new/updated Microsoft 365 F1 offer.

Table of Contents / General Terms
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Definitions

If any of the terms below are not defined in Customer’s volume licensing agreement, they have the definitions below.
“Core Online Services” meansthose Online Services listed as Core Online Services in Attachment 1.

“Customer Data” means all data, including all text, sound, video, or image files, andsoftware, that are provided to Microsoft by, or on behalf of,
Customer through use of the Online Service. Customer Data does not include ProfessionalServices Data.

“Data Protection Addendum” (DPA) means the Microsoft Online Services Data Protection Addendum publis hed at https://aka.ms/DPA.
“External User” meansa user ofan Online Servicethat isnot an employee, onsite contractor, or onsiteagent of Customer or its Affiliates.
“Instance” means an image of software thatis created by executing the software’s setup or install procedure or by duplicating such an i mage.

“Licensed Device” means a single physical hardware system, dedicated to Customer’s use, to which a license isassigned. Any dedicated devicethat
is under the management or control of an entity other than Customer or one of its Affiliates is subjectto the Outsourcing Software Management
clause of the Product Terms located at http://go.microsoft.com/?linkid=9839207. For purposes of this definition, a hardware partition or bladeis
considered to be a separatedevice.

“Licensing Site” means http://www.microsoft.com/licensing/contracts or a successor site.

“Network Server” means a physical hardwareserver solely dedicated to Customer use and provides resource assistant to computers in a network.
Any dedicated server that isunder the managementor control of an entity other than Customeror one of its Affiliates issubject to the Outsourcing
Software Management clause of the Product Terms. The Product Terms is located at http://go.microsoft.com/?linkid=9839207

“Non-Microsoft Product” means any third-party-branded software, data, service, website or product, unlessincorporated by Microsoft in an Online
Service.

“Online Service” means a Microsoft-hosted service to which Customer subscribes under a Microsoft volumelicensing agreement, including any
service identified in the Online Services section of the Product Terms. It does not include software and services provided under separate license
terms (such as via gallery, marketplace, console, or dialog). The Product Terms is located at http://go.microsoft.com/?linkid=9839207.

“Operating System Environment” (OSE) means all or part of an operating system Instance, or all or part of a virtual (or otherwise emulated)
operating system Instance, thatenables separate machine identity (primary computer name or similar unique identifier) or separateadministrative
rights, and Instances of applications, if any, configured to run on all or part of that operating system Instance. There are two types of OSEs, physical
and virtual. Aphysical hardware system can have one physical OSE and/or one or more virtual OSEs. The operating system Instance used to run
hardware virtualizationsoftware or to provide hardware virtualization services is considered part of the physical OSE.

“OST” means these Online Services Terms.

“Personal Data” means any information relating to an identified or identifiable natural person. An identifiable natural person isone who can be
identified, directly or indirectly, in particular by reference to an identifier such asa name, an identification number, loc ation data,an online
identifier or to one or more factors specific to the physical, physiological, genetic, mental,economic, cultural or socialidentity of that natural
person.

“Previews” means preview, beta or other pre-release features, data center locations, and services offered by Microsoft for optional evaluation.
“Professional Services” means Microsoft technical support and consulting services (e.g., for data migration) related to any Online Service.

“Professional Services Data” means all data, including all text, sound, video, imagefiles or software, that are provided to Microsoft, by or on behalf
of a Customer (or that Customer authorizes Microsoft to obtain from an Online Service) or otherwise obtained or processed by or on behalf of
Microsoft through an engagement with Microsoft to obtain Professional Services. Professional Services Dataincludes Support Data.

“SL” means subscription license.
“Subprocessor” meansother processors used by Microsoft to process data.

“Support Data” means all data, including all text, sound, video, image files, or software, that are provided to Microsoft by or on behalf of Customer
(or that Customer authorizes Microsoft to obtain from an Online Service) through an engagement with Microsoft to obtain techn ical support for
Online Services covered under thisagreement. Support Data is a subset of Professional Services Data.

Table of Contents / General Terms
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General Terms

Licensing the Online Services

Customer must acquire andassign the appropriate subscription licenses required for its use of each Online Service. Each user that accessesthe
Online Service must be assigned a User SL or access the Online Service only through a device that has been assigned a Device SL, unless specified
otherwise in the Online Service-specific Terms. Attachment 2 describes SL Suites that also fulfill requirements for User SLs. Customer has no right to
use an Online Service after the SL for that Online Service ends.

License Reassignment

Most, but not all, SLs may be reassigned. Except as permitted in this paragraph orin the Online Service-specific Terms, Customer may not
reassign an SLon a short-term basis (i.e., within90 days of the last assignment). Customer may reassign an SL on a short-term basisto cover a
user’s absenceor the unavailability of a device that isout of service. Reassignmentofan SL for any other purpose must be permanent. When
Customer reassigns an SL from one device or user to another, Customer must block accessand remove any related software from the former
device or from the former user’s device.

Multiplexing

Hardware or software that Customer uses to pool connections; rerouteinformation; reducethe number of devices or users that directly access
or use the Online Service (or related software); or reduce the number of OSEs, devices or usersthe Online Ser vice directly manages (sometimes
referred to as “multiplexing” or “pooling”) does not reduce the number of licenses of any type (including SLs) that Customer needs.

Using the Online Services
Customer may use the Online Servicesand related software as expressly permitted in Customer’s volume licensing agreement. Microsoft reserves
all otherrights.

Acceptable Use Policy
Neither Customer, nor those thataccessan Online Service through Customer, may usean Online Service:
e inaway prohibited by law, regulation, governmental order or decree;

e toviolate the rights of others;

e totry togainunauthorized access to or disrupt any service, device, data, account or network;
e tospamordistribute malware;

e inawaythat could harm the Online Service orimpair anyone else’s use of it;

e inanyapplication orsituation wherefailure of the Online Service could lead to the death or serious bodily injury ofany p erson, or to
severe physicalor environmentaldamage; or

e toassistorencourageanyone todoanyofthe above.

Violation ofthe Acceptable Use Policy in this section may result in suspension of the Online Service. Microsoft will suspend the Online Service
only to the extent reasonably necessary. Unless Microsoft believes an immediate suspensionis required, Microsoft will provide reasonable
notice before suspendingan Online Service.

Data Protection and Security
The terms ofthe DPAapply to Online Services except for Online Services listed in Attachment 1. For Core Online Services, Online Service-specific
details on security practices and location of Customer Dataat rest arein Attachment1.

Use of Software with the Online Service
Customer may need to install certain Microsoft software to use the Online Service. Ifso, the followin gtermsapply:

Microsoft Software License Terms

Customer mayinstalland usethe software only for use with the Online Service. The Online Service-specific Terms may limit the number of
copies of the software Customer may use or the number of devices on which Customer may useit. Customer’sright to use the so ftware begins
when the Online Service is activatedand ends when Customer’s right to use the Online Service ends. Custo mermust uninstall the software when
Customer’s right to use it ends. Microsoft may disableit at thattime.

Validation, Automatic Updates, and Collection for Software

Microsoft may automatically check the versionofany of its software. Devices on which the software isinstalled may periodically provide
information to enable Microsoft to verify that the software is properly licensed. This information includes the softwarevers ion, the end user’s
user account, product ID information, a machine ID, and the internet protocoladdress of the device. If the software is not properly licensed, its
functionality will be affected. Customer may only obtainupdates or upgrades for the software from Microsoft or authorized so urces. By using
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the software, Customer consentsto the transmission of the information described in this section. Microsoft may recommend or download to
Customer’s devices updates or supplements to this software, with or without notice.Some Online Services may require, or may be enhanced by,
the installation of local software (e.g., agents, device management applications) (“Apps”). The Apps may collect Diagnostic Data (asdefinedin
the DPA) about the use and performance of the Apps, which may be transmitted to Microsoft, to the extent any Personal Datais contained
therein, and used for the purposes described in the DPA.

Third-party Software Components
The software may contain third party software components. Unless otherwise disclosed in that software, Microsoft, not the third party, licenses
these components to Customer under Microsoft’s license terms and notices.

Technical Limitations
Customer must comply with, and may not work around, any technicalllimitationsin an Online Service that only allow Customer t o use itin certain
ways. Customer may not download or otherwise remove copies of software or source code from an Online Service except as explicitly a uthorized.

Import/Export Services

Customer’s use of any Import/Export Service is conditioned upon its compliance with all instructions provided by Microsoft regarding the
preparation, treatmentand shipment of physical media containingits data (“storage media”). Customerissolely responsiblefor ensuring the
storage media and dataare provided in compliance with all laws and regulations. Microsoft has no duty with respectto the storage mediaand no
liability for lost, damaged or destroyed storage media. All storage media shipped to Microsoft must be shipped DAP Microsoft DCS Data Center
(INCOTERMS 2010). Storage media shipped to Customer will be shipped DAP Customer Dock (INCOTERMS 2010).

Font Components

While Customer uses anOnline Service, Customer may use the fonts installed by that Online Service to display and printconte nt. Customer may
only embed fonts in content as permitted by the embedding restrictions in the fonts andtemporarily download them to a printer or other output
device to print content.

Changes to and Availability of the Online Services

Microsoft may make commercially reasonable changes to each Online Service from time to time. Microsoft may modify or terminate anOnline
Service in any country where Microsoft is subject to a government regulation, obligation or other requirement that (1) is not generally applicable to
businesses operating there, (2) presents a hardship for Microsoft to continue operating the Online Service without modification, and/or (3) causes
Microsoft to believe these terms or the Online Service may conflictwith any such requirement or obligation. If Microsoft terminates an Online
Service for regulatory reasons, Customers willreceive a credit for any amount paidin advance for the period after termination .

Availability, functionality, and language versions for each Online Service may vary by country. For informationon availability, Customer may refer
to https://go.microsoft.com/fwlink/?linkid=870295.

Other
Non-Microsoft Products
Microsoft may make Non-Microsoft Products availableto Customer through Customer’s use of the Online Services (such as through a store or
gallery, or as search results) or a Microsoft online store (such as the Microsoft Store for Business or Microsoft Store for Education). If Customer
installs or uses any Non-Microsoft Product with anOnline Service, Customer may not do so in any way that would subject Microsoft’s intellectual
property or technology to obligations beyond those expressly included in Customer’s volume licens ing agreement. For Customer’s convenience,
Microsoft may include charges for certain Non-Microsoft Product as part of Customer’s bill for Online Services. Microsoft, however, assumes no
responsibility or liability whatsoever for any Non-Microsoft Product. Customer is solely responsible for any Non-Microsoft Product that it installs
or uses with an Online Service or acquires or manages through a Microsoft online store. Customer’s use of any Non-Microsoft Product shall be
governed by the license, service, and/or privacy terms between Customer and the publisher of the Non-Microsoft Product (ifany).

Previews

PREVIEWS ARE PROVIDED "AS-IS," "WITH ALL FAULTS," AND "AS AVAILABLE," as described herein. Previews are notincluded in the SLA for the
corresponding Online Service, and may not be covered by customer support. We may change or discontinue Previews atany time without notice.
We may also choose not to make a Preview service generally commercially available.

Unless otherwisenoted in a separate agreement, Previews are not included in the SLAfor the corresponding Online Service.

Providing “Feedback” (suggestions, comments, feedback, ideas, or know-how, in any form) to Microsoft about Preview services is voluntary.
Microsoftis under no obligation to post or use any Feedback. By providing Feedback to Microsoft, Customer (and anyone providing Feedback
through Customer)irrevocably and perpetually grant to Microsoft and its Affiliates, under all ofits (and their) owned or co ntrolled intellectual
property rights, a worldwide, non-exclusive, fully paid-up, royalty-free, transferable, sub-licensableright and license to make, use, reproduce,
prepare derivative works based upon, distribute, publicly perform, publicly display, transmit, and otherwise commercialize the Feedback
(including by combining or interfacing products, services or technologies that depend on orincorporate Feedback with other p roducts, services
or technologies of Microsoft or others), without attribution in any way and for any purpose.
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Customer warrants that 1) it will not provide Feedback that is subject to a license requiring Microsoft to license anything t o third parties because
Microsoft exercises any of the above rights in Customer’s Feedback; and 2) it owns or otherwise controlsal lof the rights to such Feedbackand
that nosuch Feedback s subject to any third-party rights (including any personality or publicity rights).

Azure Active Directory, Free Edition

As described in https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-whatis, most Online Servicesinclude an
instance of Azure Active Directory, a cloud-based userauthentication capability (“Azure AD Free”). After Customer configures and uses the first
such Online Service, that instance of Azure AD Free, as configured by Customer for its users, may power the user authenticati on features for each
later-acquired subscription of an Online Service.

Customer’s instance of Azure AD Free will also enable authenticated users to interact with Microsoft or a third party in cont exts outside ofthe
Online Services (“Other AD-dependent Services”), specifically where Microsoft or that third party requires an Azure Active Directory user
account. With respect to the operation of Azure AD Free for Other AD-dependent Services, Microsoft remainsa data processor, and this use of
Azure AD Free constitutes Customer’s authoritative instruction to Microsoft thatsuch useis permitted. With respect to the operation of the
Other AD-dependent Service, refer to its applicable agreement and privacy policy to determine therole of the provider of the Other AD -
dependent Service.

Competitive Benchmarking

If Customer offers a service competitive to an Online Service, by using the Online Service, Customer agrees to waive any restrictions on
competitive use and benchmark testingin the terms governingits competitive service. If Customer does not intend to waive su ch restrictionsin
its terms of use, Customer is not allowedto use the Online Service.

Government Customers
If Customer is a government entity, then the following terms apply to any Online Service provided at no charge to Customer:
i Microsoft waives any and all entitlementto compensation from Customer for the Online Service.
ii. In compliance with applicable laws and regulations, Microsoft and Customer acknowledge that the Online Services are for the sole
benefit and use of Customer and not provided for the personaluse or benefitofanyindividual government employee.

German Online Services
Use of the German Online Services isfurther subject to the offer-specific terms available at https://aka.ms/MCAGermanSupplement.

Table of Contents / General Terms
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Online Service Specific Terms

In addition to the General Terms for Online Services above, the following Online Service -specific termsapply to the listed Online Services. In the
event of any conflict or inconsistency between the General Terms and the Online Service-specific terms, the Online Service-specific terms shall
prevail as to the applicable Online Services. Ifan Online Serviceis not listed below, it does not have any Online Service-specific terms.

Microsoft Azure Services

Notices
The Bing Maps, Professional Services, Azure Media Services H.265/HEV Encoding, Adobe Flash Player, H.264/AVC Visual Standard, VC-1 Video
Standard, and MPEG-4 Part 2 Visual Standard and MPEG-2 Video Standard Noticesin Attachment 1 apply.

Service Level Agreement
Refer to http://azure.microsoft.com/support/legal/sla/.

Definitions
“Azure Government Services” means one or more of the services or features Microsoft makes available to Customer as Government Commu nity
Cloud Services in the “US Gov” regions identifiedat http://azure.microsoft.com/en-us/regions/#services.

“Bing Search Services” means the Bing Custom Search, Bing Local Business Search, Entity Search, Image Search, News Search, Video Search, Visual
Search, Web Search, Spell Check, and Autosuggest APIs, and any other APIs identified athttps://aka.ms/r1j7iq.

“Bing Search Services Data” means Customer Datathat are provided to Microsoft by, or on behalf of, Customer through use of the Bing Search
Services.

“Customer Solution” meansan application or any set of applications that adds primary and significant functionality to the Microsoft Azure Services
and thatis not primarily a substitute for the Microsoft Azure Services.

“Mlicrosoft Azure Services” meansthe Microsoft services and featuresidentifiedat http://azure.microsoft.com/services/, except thoselicensed
separately. “Microsoft Azure Services” includes any open source componentsincorporated by Microsoft in those services andfeatures.

“Microsoft Translator” means Translator Text APl and/or Translator Speech API offered by Microsoft as a cloud based machine translation service.

Limitations
Customer may not
e resell orredistribute the Microsoft Azure Services, or

o allow multiple users to directly or indirectly access any Microsoft Azure Service featurethat ismade available on a per userbasis (e.g., Active
Directory Premium). Specific reassighment terms applicable to a Microsoft Azure Service feature may be provided in supplemental
documentation for that feature.

Retirement of Services or Features
Microsoft will provide Customer with 12 months’ notice before removing any material feature or functionality or discontinuing a service, unless
security, legal or system performance considerations require an expedited removal. This does not apply to Previews

Data Retention after Expiration or Termination
The expiration or termination of Customer’s Online Service subscription will not change Customer’s obligation to pay for host ing of Customer Data
during any Extended Term.

Hosting Exception

Customer may create and maintain a Customer Solution and, despite anything to the contrary in Customer’svolume licensing agreement,c ombine
Microsoft Azure Services with Customer Data owned or licensed by Customer or a third party, to create a Customer Solution u sing the Microsoft
Azure Service and the Customer Datatogether. Customer may permit thirdparties to access anduse the Microsoft Azure Services in connection
with the use of that Customer Solution. Customer is responsible for that use and for ensuringthat these terms andthe termsand conditions of
Customer’s volume licensing agreement are metby that use.

Use of Software within Microsoft Azure

For Microsoft software available within a Microsoft Azure Service, Microsoft grants Customer a limited license to usethe software only within the
Microsoft Azure Service.
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Data Center Availability
Usage of data centers in certain regions may be restricted to Customers located in or near that region. For information on service availability by
region, please refer to http://azure.microsoft.com/en-us/regions.

Sharing

The Microsoft Azure Services may provide the ability to sharea Customer Solution and/or Customer Data with other Azure users and communities,
orother third parties. If Customer chooses to engage in such sharing, Customer agreesthatitisgivinga licenseto all authorized users, including
the rights to use, modify, and repost its Customer Solution and/or the Customer Data, and Customeris allowi ng Microsoft to make them available
tosuch usersina mannerand location of its choosing.

Marketplace

Microsoft Azure enables Customer to access or purchase products and services which are optimized for use with Azure through features such as
the Microsoft Azure Marketplace and the Virtual Machine Gallery, subjectto separateterms availableat http://azure.microsoft.com/en-
us/support/legal/store-terms.

Table of Contents / General Terms

Azure DevTest Labs

Secretsin DevTest Labs
Azure DevTest Labs automatically createsa key vault when a user saves a secret for the first time. Customer may not use this key vaultto store
anything other than DevTest Lab related passwords, SSH keys, or personal access tokens.

Table of Contents / General Terms

Azure Lab Services

While Microsoft provides Azure Lab Services to Customer, as between Customer and Microsoft, Customer is the sole provider of related services to
Customer’s end usersand shall have soleand exclusive responsibility to end users, including any support obligations. Customer’s endusersare not
a party to any agreement with Microsoft regarding the services.

Notification; Liability; Bar on Actions Against Microsoft
Customer will notify Microsoft promptly ofanyincidentsthat couldhave an impact on Microsoft such asa data breach, password issues, end user
complaint(s), loss of user data, or intellectual property or privacy claims.

Customer acknowledges and agreesthat Microsoft has no obligationor liability to Customer or any end user for the end user’s usage of the service.

By using the service, an end user may not bringany action against Microsoft in relation to the services. Ifany end user doe sbringan action against
Microsoft, the Indemnification provision in this section applies.

Indemnification

Customer agrees to hold harmless and indemnify Microsoft from and against any claim by an end user, third party, and/or regulatory authority in
connection with the service provided to end users. Customershall pay any resulting judgment, or settlement,and all costs, including reasonable
attorney’s fees, and expenses related thereto.

End User Terms
In order to provide the services to end users, Customer and Customer’s end users must validly agreeto a binding, written agreement that contain
the substance of the following requirements:

Statement of Relationship: Customer is the sole provider of the services. Customeris responsible for providing any support to end users. The
services will be provided by Customer to Customer’s end users under your terms of use and privacy policy.

Compliance; Acceptable Use: Customerissolely responsible for ensuring compliance with allapplicable laws, including, but not limited GDPR, with
respect to Customer’s provision and end users’ use of the service. In addition, for clarity and withoutlimiting the Acceptable Use Policy, Customer
and Customer’s end users may not use Azure Lab Services to facilitate or engage in cryptocurrency mining. Violation of this prohibition may result
in suspension of the service, asset forth in the Acceptable Use Policy.

Disclaimer of Warranties: Customer willdisclaim any and all warrantiesin connection with the services,and Customer will disclaim the same with
respect to Microsoft.

Limitation of Liability and Exclusion of Damages: Customer will disclaim liability and exclude damages in a way that is consistentwith the provisions
of any applicableagreement(s) between Customer and Microsoft.
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Updates

Customer is responsible for updating the virtual machines (VMs) in Customer’s portfolio. Notwithstanding the foregoing, Microsoft may, but is not
obligated to, take any action it deemsreasonablein its business judgment with respectto the VMs in your portfolio, inc luding applying any updates
or other changes generally applicable to the services.
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Azure Machine Learning service

NVIDIA Components

Azure Machine Learning service may include NVIDIA Corporation’s CUDA Toolkit, Tesla drivers, cuDNN, DIGITS, NCCL, and TensorR T (the “NVIDIA
Components”), Customer agreesthatits use of NVIDIA Components is governed by the NVIDIA Cloud End User License Agreement for Compute at
https://go.microsoft.com/fwlink/?linkid=874330.
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Azure Maps

Navigation restrictions
Customer may not use Azure Maps to enable turn-by-turn navigation functionality in any application.

Database restrictions
Customer may not use Azure Maps or any part thereofto create a competing database or service, or a derived database populated wholly or
partially with Customer’s dataand/or datasupplied or created by any third party.

Customer will not use the datadelivered by the Azure Maps in combination with any otherthird-party database, except that Customer may layer
onto the data ofa type not already included within the Service (such asyour proprietary content) or of which Microsoft otherwise licenses.

API Results

Customer may not cache or store information delivered by the Azure Maps APl including but not limited to geocodesand reverse geocodes ,map
data tiles and route information (the “Results”) for the purpose of scaling such Results to serve multiple users, or to circumventany functionality in
Azure Maps.

Cachingand storing Resultsis permitted where the purpose of cachingis to reduce latency times of Customer’s application. Results may not be
stored for longer than: (i) the validity period indicated in returned headers; or (ii) 6 months, whichever is theshortest.

Customer may not display any Results on any third-party content or geographical map database.

Map Data

Use of content displaying the TomTom copyright notice must be in accordance with restrictions setforth in the TomTom Licensi ng Third Party
Product Terms and EULA (https://www.tomtom.com/en GB/thirdpartyproductterms/). Azure Maps uses Bing Imagery which subject to the Bing
Maps Notice in Attachment 1.

User region parameter
Userregion parameterin Azure Maps must be used in compliance with applicable laws, including those regarding mapping, of th e country where
maps, images and other data andthird party content that Customer is authorized to access via Azure Maps is made available.

No warranty for accuracy
Microsoft and its suppliers make no warranty that the maps,images, dataor any content delivered by Azure Maps will be accur ate or complete.

Copyright
Customer may not remove, obscure, mask or change any logo and/or copyright notice placed on or automatically generated by Azure Maps.
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Azure Stack Hub

Azure Stack Hub Privacy

The Microsoft Privacy Statement located at https://go.microsoft.com/fwlink/?Linkld=521839 appliesto Customer’s use of Azure Stack Hub. If a
Microsoft Cloud Agreement or Microsoft Customer Agreement Customer uses Azure Stack Hub software or servicesthat are hosted by a Reseller,
such use will be subjectto Reseller’s privacy practices, which may differ from Microsoft’s.
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To the extent Microsoft is a processor or subprocessor of personal datain connection with Azure Stack Hub, Microsoft makes to all customers, the
commitments in (a) the “Processing of Personal Data; GDPR” provision of the DPAand (b) the European Union General Data Protection Regulation
Terms in Attachment 3 of the DPA.

Use of Azure Stack Hub
Customer may use Azure Stack Hub only on the hardware on which it is preinstalled.

Use of the Default Provider Subscription

The subscription created for the system administratorduring the Azure Stack Hub deployment process (the default providersubscription) may be
used solely to deploy and manage the Azure Stack Hub infrastructure; it may not be used to run any workload that does not deploy or manage
Azure Stack Hub infrastructure (e.g. it may not be used to run any application workloads).
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Bing Search Services

Bing Search Services Use and Display Requirements

Customer must comply with use and display requirements for the Bing Search Services which are availableat https://aka.ms/r1i7jg. Customer
must use results it obtains through the Bing Search Services only in InternetSearch Experiences (as defined in the useand display requirements)
and must not cache or copy results. The results Customer obtains through the Bing SearchServices are not Products, Fixes, or Services Deliverables.

Bing Search Services Privacy
The Microsoft Privacy Statement located at https://go.microsoft.com/fwlink/?Linkld=521839 applies to Customer’s use of Bing Search Services,
except that this Bing Search Services section of the Online Services Terms controls to the extent it conflicts with the Microsoft Privacy Statement.

Use of Bing Search Services Data
Customeris solely responsible for the content of all Bing Search Services Data.

Microsoft may process Bing Search Services Data solely to: (i) provide Cognitive Services to Customer; and (ii) improve Microsoft products and
services. Solely for such processing, Microsoft may collect, retain, use, reproduce, and create derivative works of, Bing Sea rch Services Dataand
Customer grants Microsoft a limited nonexclusive irrevocable worldwide license to do so. Customer will secure and maintain all rights necessary for
Microsoft to process Bing Search Services Data as described in this paragraph without violating the rights of any third party or otherwise obligating
Microsoft to Customer or to any third party.

This Use of Bing Search Services Data section of the Online Services Terms will survive termination or expiration of Customer’s volumelicensing
agreement. As between the parties, Customer retainsallright, title and interest in and to Bing Search Services Data. Microsoft acquires no rights in
Bing Search Services Data, other than the rights Customer grants to Microsoft in this Use of Bing Search Services Data sectio n. This paragraph does
not affect Microsoft’s rights in software or services Microsoft licenses to Customer.

Application of Data Protection Terms to Bing Search Services
Only the following sections of the DPAapply to the Bing Search Services: Data Transfers, Use of Subcontractors, and H ow to Contact Microsoft.
These sections do not apply to Previews of the listed services.

GDPR Terms do not apply to Bing Search Services:
The GDPR Terms (as defined in the DPA) do not apply to the Bing Search Services.

Precedence:
This Bing Search Services section controlsto the extent thereis any conflict with other parts of the OST or DPA.
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Cognitive Services

Limit on Customer use of service output
Customer will not, and will not allow third parties to use Cognitive Services or datafrom Cognitive Services to create, train, orimprove (directly or
indirectly) a similar or competing product or service.

Microsoft Translator Attribution

When displaying automatic translations performed by Microsoft Translator, Customerwill provide reasonably prominent notice t hatthe text has
been automatically translated by Microsoft Translator.
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Cognitive Services in Containers

Cognitive Services featuresthatare available in containers are designed to connect to a billing endpoint. The containers and the billing endpoint
are licensed to Customer under thisagreement as Online Services. The containersare neede d to use the billing endpointand are alsosubject to the
terms for use of software with an Online Service in this agreement. The containersinclude material thatis confidential and proprietary to
Microsoft. Customer agrees to keep thatmaterial confidential and to promptly notify Microsoft of any possible misuse. The containersare not
subject tothe DPAbecause the operating environmentofthe containers isnot under Microsoft’s control. Customer must configure the containers
it uses to communicate with the billing endpointso that the billing endpointmetersalluse of those containers.Provided Customer enables such
meteringand subject to any applicable transaction limits, Customer may install anduse any number of containers (1) on Custo mer's hardware
devices that are dedicated to Customer's exclusive use, and (2) in Customer's Microsoft Azure Service accounts.

Inactive Cognitive Services Configurations and Custom Models

For the purposes of data retention and deletion, a Cognitive Services configuration or custom model that hasbeen inactive may at Microsoft’s
discretion be treated asan Online Service for which the Customer’s subscription has expired. A configuration or custom model is inactive if for 90
days (1) no calls are madetoit; (2) it has not been modified and does not have a current key assigned to it and; (3) Customer has not signed in to it.
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Microsoft Genomics

Microsoft Genomics Privacy
The Microsoft Privacy Statement located at https://go.microsoft.com/fwlink/?Linkld=521839 appliesto Customer’s use of Microsoft Genomics,
except that this Microsoft Genomics section controls to the extent it conflicts with the Microsoft Privacy Statement.

Broad License Terms

Microsoft Genomics includes access to the Genetic Analysis Toolkit (GATK) from the Broad Institute, Inc. ("Broad"). Use of the GATK and any related
documentation as part of Microsoft Genomics is also subject to Broad’s GATK End User License Agreement ("Broad EULA" located here
https://software.broadinstitute.org/gatk/eula/index?p=Azure).

Microsoft may collect and share with Broad certain statisticaland technical information regarding Customer’s usage of the GATK. Customer
authorizes Microsoft to report to Broad Customer’s statusasa user of the GATK in Microsoft Genomics.

No Medical Use
Microsoft Genomics is not a medicaldeviceand outputs generated from its useare not intended to be statements of fact, nor are they to be used
as a substitute for medical judgment, advice, diagnosis or treatment of any disease or condition.
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Visual Studio App Center

Visual Studio App Center Test Privacy and Security Terms
The privacy statement located at https://aka.ms/actestprivacypolicy applies to Customer’s use of Visual Studio App Center Test. Customer may not
use Visual Studio App Center Test to store or process Personal Data. Please refer to the Productdocumentation for more information.

Use for Development and Testing
Customer may only accessand use Visual Studio App Center to develop and test Customer’sapplication(s). Only one Licensed User may accessa
virtual machine provided by Visual StudioApp Center at any time.

Authorized Developer

Customer appoints Microsoft asitsauthorized developer with respectto Apple software included in Visual Studio App Center. Microsoft is
responsible for complying with the termsfor any such software included in Visual Studio App Center and will keep confidential any confidential
information of Apple accessed as part of Visual Studio App Center.

Third Party Repository Service Access
If Customer grants Microsoft accessto its third-party repository service account(s), Customer authorizes Microsoft to scan theaccount(s), including
the contents of Customer’s public and private repositories.
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Microsoft Azure Plans

Notices
The Bing Maps Notices in Attachment 1 apply.

Subscription License Suites
In addition to User SLs, refer to Attachment 2 for other SLs that fulfill requirements for Azure Active Directory Premium, Azure Advanced Threat
Protection for Users, Azure Information Protection, and Micros oft Intune.

Azure Active Directory Basic

Customer may, using Single Sign-On, pre-integrate up to 10 SAAS Applications/Custom Applications per User SL. All Microsoft as wellasthird party
applications count towards this application limit.
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Azure Active Directory Premium

Customer may, using Single Sign-On, pre-integrate Saa$ Applications/Custom Applications. Custome rmay not copy or distribute any dataset(or
any portion of a data set) included in the Microsoft Identity Manager software that is included with a Microsoft Azure Active Directory Premium (P1
and P2) UserSL.

External User Allowance
For each User SL (or equivalent Subscription License Suite) Customerassignsto a user, Customer may also permit up to five additional Externa |
Users to access thecorresponding Azure Active Directory servicelevel.
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Azure Information Protection Premium

Notices
The Bing Maps Notices in Attachment 1 applies. Any deployment services provided to Customer are subject to the ProfessionalServices Noticein
Attachment 1.
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Microsoft Dynamics 365 Services

Notices

The Bing Maps and ProfessionalServices Noticesin Attachment 1 apply.Any onboarding, migration, or deploymentservices provided to Customer
are subject to the Professional Services Notice in Attachment 1. In addition, Azure Media Services H.265/HEVC Encoding, H.264/AVC Visual
Standard, VC-1 Video Standard, and MPEG-4 Part 2 Visual Standard and MPEG-2 Video Standard Noticesin Attachment 1 apply only to Dynamics
365 Commerce.

External Users

External Users of Dynamics 365 Services do not need a SL to accessthe Online Service. This exemption doesnot apply to (1) contractorsor agents
of Customer or its Affiliates, or (2) External Users using Dynamics 365 client software with Dynamics 365 Services other than services or
components included in Dynamics 365 Supply Chain Management, Dynamics 365 Finance, Dynamics 365 Commerce, or Dynamics 365Human
Resources.

Administration Portal
Customers with Dynamics 365 Supply Chain Management, Dynamics 365 Finance, Dynamics 365 Commerce, or Dynamics 365 Human ResourcesSLs
may deploy and manage the Online Service through Microsoft Dynamics Lifecycle Services (or its successor), which is subjectt o separate terms.

Mixed deployments of Dynamics 365 services
Customers may mix (i) Dynamics 365 Sales Professionaland Enterprise licenses, (ii) Dynamics 365 Customer Service Professiona land Enterprise
licenses, or (iii) Dynamics 365 Business Central and Dynamics 365 Finance or Supply Chain Management lice nses if,

e Each Online Service is deployed under a separateinstance, and

e Licensed usersonlyaccessinstancesfor which they are entitled.
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Mixed deployments of Dynamics 365 Business Central services
Customers may not mix Dynamics 365Business Central Premium and Dynamics 365 Business Central Essentials licenses on the sametenant.

Dynamics 365 Marketing
Promotional Laws, Regulations, and Industry Standards
Microsoft bears no responsibility for Customer’s compliance with any applicable law, regulation, or i ndustry standard governing the Customer’s
transmittal of promotional communications.

Dynamics Supply Chain Management, Finance, and Commerce Source Code
Customer may modify for its internal use the application source code for Dynamics 365 Supply Chain Management, Dynamics 365 Finance, and

Dynamics 365 for Commerce.

Server Use Rights for Dynamics 365 User SLs, From SA User SLs and Add-on User SLs

The server use rights provisions below do not apply to Customers licensed for Dynamics 365 Sales Professional, Dynamics 365 Customer Service
Professional, Dynamics 365 Marketing, Dynamics 365 HumanResources, or Customers licensed for Dynamics 365 online services through Open
License, Open Value and Open Value Subscription.

Dynamics 365 for Operations on-premises Server
Customer’s with active subscriptions for Dynamics 365 Supply Chain Management, Dynamics 365 Finance, or Dynamics 365 Commerce may,
e installany number of copies of the Dynamics 365 for Operations Server software on a network server or shared servers;
e installand use Dynamics AX 2012 R3 Server softwarein lieu of Dynamics 365 for Operations Server;
e allowaccesstothe serversoftware onlyto users and devices assigned a qualifying SL;
e receive and use updates related to government taxand regulatory requirements on the server software; and
e modify or create derivative works of plug-ins, runtime, and other componentsidentified in printed or online documentation and use
those derivative works, but only with the server softwareand only for Customer’sinternal purposes.

Dynamics 365 on-premises Server
Customers with active subscriptions for Dynamics 365 Sales Enterprise, Dynamics 365 Customer Service Enterprise, or Dynamics 365 Field
Service may,
e install any number of copies of Dynamics 365 server (on-premises) software on a network server or shared servers;
e install Dynamics CRM 2016 Server softwarein lieu of Dynamics 365 On-Premise Server;
e allowaccesstothe serversoftware only to users and devices assigned a qualifying SL; and
e allowusers and devices assigned one of the following CALs to access the version of the server software thatis current as of the
subscription start date: Dynamics 365 On-premises for Sales, Customer Service or Team Members CALs; or Dynamics CRM CAL. Users and
devices assigned CALs with active Software Assurance may access new versions of the server software.

Dynamics 365 Business Central on-premises
Customers with active subscriptions for Dynamics 365 Business Central may,
e installany number of copies of Dynamics 365 Business Centralon-premises software on a network server or shared servers;
e allowaccesstothe serversoftware only to users and devices assigned a qualifying SL; and
e allowusers and devices assigned one of the following CALs to access the version of the server software thatis current as of the
subscription start date: Dynamics 365 Business Central Premium, Essentials, or Team Member CALs. Usersand devices assigned CALs with
an active maintenance plan may access new versions of the server software.

Microsoft Relationship Sales solution
Microsoft Relationship Sales solution includes Dynamics 365 Sales Enterprise and LinkedIn Sales Navigator Team or Enterprise. LinkedIn Sales
Navigator Team/Enterprise is for the sole use of the Microsoft Relationship Sales solution Licensed User for the duration of the subscriptio n.

LinkedIn Sales Navigator

LinkedIn Sales Navigatoris provided by LinkedIn Corporation. Customer may use the LinkedIn Sales Navigator Service only to generate sales leads
and not to recruit. Each user of LinkedIn Sales Navigator mustbe a member of LinkedIn and agree to be bound by the LinkedIn User Agreement
available at https://www.linkedin.com/legal/preview/user-agreement. Despite anything to the contrary in Customer’s volume licensing
agreement (including these Online Services Terms or the DPA), the LinkedIn Privacy Policy available at https://www.linkedin.com/legal/privacy-
policy will apply to Customer’s use of the LinkedInSales Navigator service. LinkedIn Corporation (as data processor) and Customer (as data
controller) will comply with the terms of the Data Processing Agreement locatedat https://legal.linkedin.com/dpa.
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Dynamics 365 Operations Order Lines

Users or devices do not require an SLto indirectly (not through a client Ul) execute the transaction types designated in the Dynamics 365 Licensing
Guide (https://go.microsoft.com/fwlink/?Linkld=866544&clcid=0x409). The number of allowed transactions is limited to the numberof order lines
licensed.

Dynamics 365 Customer Insights
Microsoft Provided Data and Insights
Dynamics 365 Customer Insights may include Microsoft provided data and insights (including, but not limited to, market segmentand brand
affinity data and insights), which Customer may use forinternal business purposesonly.

Dynamics 365 Fraud Protection

Dynamics 365 Fraud Protection (DFP) processes Customer Data of DFP Customers as described in the Microsoft Dynamics 365 Trust Centerto
provide the service, which includes providing insights to Customer about the likelihood of fraud for the Customer’s payment t ransactions and other
fraud-related events (“Fraud Insights”). Customer acknowledges and agrees that (i) the Customer Data provided to the Online Service will be
deidentified and combined with deidentified Customer Data of other D365 Fraud Protection Customers; (ii) Customer will be una ble to access,
extract, or delete the deidentified Customer Data that is used to generate Fraud Insights; and (iii) when Customer’s subscription to Dynamics 365
Fraud Protection ends, Microsoft will continue to process the deidentified Customer Data for the sole purpose of providing Fraud Insights to other
Dynamics 365 Fraud Protection Customers. Fraud Insights generated by Microsoft do not reveal Customer Data or other identifiable information of
any Customer using Dynamics 365 Fraud Protection.

Restrictions on Use

Customer may only use the Fraud Insightsto prevent fraud and help identify legitimate transactions. Customer agrees it will not use Fraud
Insights (i) as the sole factor in determining whether to proceed with a paymenttransaction; (ii) as a factor in determining any person’sfinancial
status, financial history, creditworthiness, or eligibility for insurance, housing, or employment; or (iii) to make decisions thatproduce legal effects
orsignificant personal outcomes conceminga person. Microsoft, in providing Dynamics 365 Fraud Protection,is not a “credit reportingagency”
and does not provide “consumer reports” or “credit referencing” (asthose practicesare defined in the United States’ FairCredit Reporting Act,
the United Kingdom’s Financial Servicesand Markets Act, or similar laws).

Customer agrees to comply with any additional restrictions on the use of the Fraud Insights, as Microsoft may deem necessary. Customer shall
confirm its compliance with therestriction on use ofthe Fraud Insights to Microsoft in writing within ten (10) days of rece ivinga request to do so
by Microsoft. If Microsoft needs additional information to assure compliance with these restrictions, Customer will cooperate with Mic rosoft to
provide such information, including documentation, within 30 business days of request.
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Office 365 Services

Notices
The Bing Maps Notices in Attachment 1 apply. Any onboarding, migration, or deployment services provided to Customer are subject to the
Professional Services Notice in Attachment 1.

Core Features for Office 365 Services

During the term of Customer’s subscription, the Office 365 Services will substantially conform to the Core Featuresdescription provided (ifany)in
the Office 365 service-specific sections below, subject to Productrestrictions or external factors (such asthe recipient, messagerate, messa ge size
and mailbox size limits for e-mail; default or Customer-imposed data retention policies; search limits; storage limits; Customer or end user
configurations; and meeting capacity limits). Microsoft may permanently eliminate a functionality specified below only ifit provides Customer a
reasonable alternative functionality.

Administration Portal
Customer will be able to add and remove end usersand domains, managelicenses, and create groups through the Microsoft Onlin e Services
Portal orits successor site.

Service Encryption with Customer Key
Customer assumesallrisks of data deletion,inaccessibility, and service outages that result from any unavailability of an e ncryptionkey caused by
Customer.

The Cortana core platform service integrated within Office 365 Services, in certain instances, may allow for usersto connect to Microsoft services

outside the Office 365 Services; if permitted by Customer, users electing to use such services are subject to terms of use ot her than theses Online
Services Terms for use of such services and with respect to which Microsoft is a data controller, as identified in product do cumentation.
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Trials: Microsoft Teams Trial may only be initiated by individualend users. Customer may not initiate a Microsoft Teams Trial on behalfofend user
employees.

Microsoft Threat Experts
Any services provided to Customer through the Microsoft Threat Experts Experts on Demand feature are subjectto the Professio nal Services Notice
in Attachment 1.

Yammer
For Office 365 Services thatinclude Yammer, External Usersinvited to Yammer via external network functionality do not need User SLs.
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Audio Services

Skype for Business Online (Plan 2) Communication Credits
Audio Conferencing Meeting Room
Calling Plan Phone System

Common Area Phone

Core Features for Office 365 Services
Skype for Business Online Plan 2 or their successor services will have the following Core Features capabilities:

Instant Messaging
An end user will be able to transfer a text message to another end userin real time over an Internet Protocol network.

Presence
An end user will be able to set anddisplay the end user’s availability andview another end user’s availability.

Online Meetings
An end user will be able to conduct an Internet-based meeting that hasaudio and video conferencing functionality with other end users.

Notices
The H.264/MPEG-4 AVC and/or VC-1 Notices in Attachment 1 apply.

External Users and users not authenticated by Skype for Business Online
User SLs are not required for External Usersand users not authenticated by the Skype for Business Online service.

Common Area Communications Device

A Common Area Communication Device (“CACD”)is a device sharedby multiple users who do not loginto the device with their Office 365
credentials and which supports calls, meetings and/or conferencing over voice, Voice over IP, and/or video. Microsoft’s Common Area Phone and
Meeting Room offerings are Device SLs that may only be assigned to a CACD. Each CACD Licensed Device may be accessed and used by any number
of users.

Calling Plan and Audio Conferencing Services (Calling/Conferencing Services)

Callingand Conferencing services are provided by the Microsoft Affiliate or other service provider authorized to administer them. Pricing for Calling
and Conferencing services may include applicabletaxesand fees. Calling and Conferencing services terms may vary from country to country. All
included taxes, feesand country-specific terms of use are disclosed in the terms of use available on the Volume Licensing site at
http://go.microsoft.com/fwlink/?Linkld=690247.

Exceeding the usage limitations for the applicable Callingand Conferencing service subscription plan as described in the terms of use mayresultin
suspension of the services. Microsoft will provide reasonable notice before suspending Calling or Conferencing services, and customer will be able
to make emergency calls during any period of suspension.

Important Information About Emergency Services

Customer must notify each user of a Calling Plan thatEmergency Services operate differently than on traditionaltelephone services in the following
ways: (i) Office 365 may not know the actual location of an Emergency Services caller, which could resultin the callbeing r outed to the wrong
Emergency Services call center and/or emergency services being dispatched to the wronglocation; (ii) if the user’s device has no power, is
experiencinga power outage or, for any reason, cannot otherwise access the Internet, the user cannot make an Emergency Servi ces call through a
Calling Plan service; and (iii) although Calling Plan services can be used anywherein the world where anInternetconnection isavailable, users
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should not make an Emergency Services call from a location outside their home country because the call likely will not be rou ted to the appropriate
call centerin that location.
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Exchange Online

Exchange Online (Plan 1 and 2) Exchange Online Archiving for Exchange Server
Exchange Online K1 Data Loss Prevention
Exchange Online Archiving for Exchange Online Office 365 Advanced Threat Protection

Core Features for Office 365 Services — Exchange Online

Exchange Online orits successor service will have the following Core Features capabilities:
Emails
An end user will be able to send email messages, receive email messages that originate from within and outside of Customer’s organization, and
access the end user's mailbox.

Mobile and Web Browser Access

Through the Microsoft Exchange ActiveSync protocol or a successor protocol or technology, Exchange Online willenable an end user to send and
receive emailsand update and view calendars from a mobile device thatadequately supports such a protocol or technology. An end user will be
able to send email messages, receive email messagesthat originate from within and outside of Customer’s organization, and ac cess the end
user’s mailbox, all from within a compatible web browser.

Retention Policies
Customer will be able to establish archive and deletion policies for email messages.

Deleted Item and Mailbox Recovery
Customer will be able to recover the contents of a deleted mailbox and an end user willbe ableto recover anitemthat hasbeen deleted from
one of the end user’s email folders.

Multi-Mailbox Search
Customer will be able to search for content across multiple mailboxes within its organization.

Calendar
An end user will be able to view a calendar and schedule appointments, meetings, and automatic replies to incoming email messages.

Contacts
Through an Exchange Online-provided user interface, Customer will be able to create and manage distribution groups and an organization -wide
directory of mail-enabled end users, distribution groups, and external contacts.

Core Features for Office 365 Services — Exchange Online Archiving
Exchange Online Archiving or its successor service will have the following Core Features capabilities:

Storage
Customer will be able to allow an end user to store email messages.

Retention Policies
Customer will be able to establish archive and deletion policies for email messages distinctfrom policiesthat an end user can apply to the end
user’s own mailbox.

Deleted Item and Mailbox Recovery
Customer, through Office 365 support services, willbe ableto recover a deleted archive mailbox, and an end user will be abl eto recover anitem

that has been deleted from one of the end user’s email foldersin the end user’s archive.

Multi-Mailbox Search
Customer will be able to search for content across multiple mailboxes within its organization.

Legal Hold
Customer will be able to place a “legal hold” on an end user’s primary mailbox and archive mailboxto preserve the content of those mailboxes.
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Archiving
Archiving may be used for messaging storage only with Exchange OnlinePlans1and 2.

Archiving for Exchange Server
Users licensedfor Exchange Server 2013 Standard Client Access License may access the Exchange Server2013 Enterprise Client Access License
features necessary to support use of Exchange Online Archiving for Exchange Server.

Smartphone and Tablet Devices
Each user to whom Customer assigns an Exchange Online UserSL may (i) use Microsoft Outlook for mobile devices for commercial purposesand (ii)
signin to Microsoft Outlook with their orgID on up to five smartphones and five tablets.

Exchange Online Plan 2 from Exchange Hosted Archive Migration

Exchange Online Plan 2 is a successor Online Service to Exchange Hosted Archive. If Customer renews from Exchange Hosted Arch ive into Exchange
Online Plan 2 and has not yet migrated to Exchange Online Plan2, Customer’s licensed users may continueto use the Exchange Hosted Archive
service subject to the terms of the March 2011 Product Use Rights untilthe earlier of Customer’s migration to Exchange Online Plan 2 or the
expiration of Customer’s Exchange Online Plan 2 User SLs. The Product Use Rightsis located at http://go.microsoft.com/?linkid=9839206.

Office 365 Data Loss Prevention Device License
If Customer is licensed for Office 365 Data Loss Prevention by Device, allusers of the Licensed Device arelicensed for the Online Service.

Service Level Agreement
There is no SLA for Office 365 Advanced Threat Protection.
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Microsoft Stream

Notices
The H.264/AVC Visual Standard, VC-1 Video Standard, MPEG-4 Part 2 Visual Standard, and MPEG-2 Video Standard Noticesin Attachment 1 apply.

Stream Live Events
Stream Live Events are subject to the following:
a. Stream Live Events may not be greater than four (4) hours in length;
b. Stream Live Events attendees may not exceed 10,000; and
c. Stream Live Events are limited to fifteen (15) per customer at any single point in time.
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Microsoft Teams

Notices
The H.264/MPEG-4 AVC Notice in Attachment 1 appliesto all Office 365 Servicesthatinclude Microsoft Teams.

Health Sector Customers

Customer is solely responsible for: (1) the accuracy and adequacy ofinformation and Data furnished through use of Microsoft Teams; (2)
implementing a secure application-to-application authentication method between any Customer application and/or service and Microsoft Teams;
(3) obtainingappropriate consent from end usersin connection with end user’s and Customer’s use of Microsoft Teams; and (4) displaying
appropriate warnings, disclaimers,and acknowledgements to end users in connection with end user’s and Customers use of Micro soft Teams.

CUSTOMER ACKNOWLEDGES THAT THE ONLINE SERVICES (MICROSOFT TEAMS SERVICE AND APPLICATIONS) (1) ARE NOT INTENDED OR MADE
AVAILABLE AS A MEDICAL DEVICE (OR MEDICAL DEVICES) FOR THE DIAGNOSIS OF DISEASE OR OTHER CONDITIONS, OR IN THE CURE, MITIGATION,
TREATMENT OR PREVENTION OF DISEASE, OR OTHERWISE TO BE USED AS A COMPONENT OF ANY CLINICAL OFFERING OR PRODUCT, AND NO
LICENSE OR RIGHT IS GRANTED TO USE THE ONLINE SERVICES FOR SUCH PURPOSES, (2) IS NOT DESIGNED OR INTENDED TO BE A SUBSTITUTE FOR
PROFESSIONAL MEDICAL ADVICE, DIAGNOSIS, TREATMENT, OR JUDGMENT AND SHOULD NOT BE USED TO REPLACE OR AS A SUBSTITUTE FOR
PROFESSIONAL MEDICAL ADVICE, DIAGNOSIS, TREATMENT, OR JUDGMENT, AND (3) SHOULD NOT BE USED FOR MEDICAL EMERGENCIES.
CUSTOMER IS SOLELY RESPONSIBLE FOR ANY PERSONAL INJURY OR DEATH THAT MAY OCCUR AS A RESULT OF ITS USE OF MICROSOFT TEAMS AND
APPLICATIONS, INCLUDING (WITHOUT LIMJITATION) ANY SUCH INJURIES TO END USERS OR CUSTOMER PATIENTS.
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Trials
Microsoft Teams Exploratory Experience may only be initiated by individualend users. Customer may not initiate a Microsoft Teams Exploratory

Experience on behalfofend user employees.
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Office 365 Applications

Office 365 Business Visio Online (Plan 1 and 2)
Office 365 ProPlus

Service Level Agreement
There is no SLA for Visio Online.

Installation and Use Rights
Each user to whom Customer assigns a User SL must have a work or school account in order to use the software providedwith the subscription.
These users:
e mayactivate the software provided withthe SL on up to five concurrent OSEs for local or remote use;
e mayalsoinstalland usethe software, with shared computer activation, on a shared device, a Network Server, or on Microsoft Azure or with
a Qualified Multitenant Hosting Partner (“QMTH”). Rights to install and use the software with a QMTH do not apply ifthe QMTH is usinga
Listed Provider as a Data Center Provider, asthoseterms aredefined in the Product Terms. The Product Terms islocated at
http://go.microsoft.com/?linkid=9839207. Alist of Qualified Multitenant Hosting Partners and additional deployment requirements are
available at www.office.com/sca. This shared computer activation provision only applies to Customers licensed for Office 365 Business when
Office 365 Business islicensed as acomponent of Microsoft 365 Business;
e mustconnect each device upon whichuser hasinstalled the softwareto the Internet at least once every 30 days or the functi onality of the
software may be affected; and
e may use Internet-connected Online Services provided as part of ProPlus [and governed by this OST]. Additionally, if permitted by Customer,
users may elect to use connectedservices subject to terms of use other than this OST and with respect to whi ch Microsoft isa data
controller, as identifiedin product documentation.
e The Online Services will permit Customer to enable or disable these optionalconnected services; and
e  Customeris responsiblefor evaluating, enabling or disabling the availability of optional connected services to its users.

Smartphone and Tablet Devices
Each user to whom Customer assigns an Office 365 Business or Office 365 ProPlus User SL may (i) use Microsoft Office for mobile devices for
commercial purposesand (ii) sign in to Microsoft Office with their org ID on up to five smartphones and five tablets.

The following terms apply only to Office 365 ProPlus
Office Home & Student 2013 RT Commercial Use
The commercial userestriction for Office Home & Student 2013 RTis waived for each Office 365 ProPlus User SL. Except as provided in this
section, the terms provided with the Office Home & Student 2013 RT License will govern.

Office Online Server

For each Office 365 ProPlus subscription, Customer may install any numberof copies of Office Online Server on any Server dedicated to
Customer’s use. Any dedicated server thatis under the management or control of an entity otherthan Customer or one of its Affiliatesis subject
to the Outsourcing Software Management clause of the Product Terms. Each Office 365 ProPlus user may use the Office Online Server software.
This provision does not apply to Customers that license this Product under the Microsoft Online Subscription Agreement, Microsoft Cloud
Agreement, Microsoft Customer Agreement, or other Microsoft agreement thatcover Online Servicesonly.
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Officefor the web

Core Features for Office 365 Services

Office for the web or its successor service will have the following Core Features capabilities:

An end user will be able to create, view,and edit documentsin Microsoft Word, Excel, PowerPoint, and OneNote file types that aresupported by
Office for the web or its successor service.
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External Users
External Users invited to site collections via Share-by-Mail functionality do not need User SLs with Office for the web.

OneDrive for Business

External Users
External Users invited to site collections via Share-by-Mail functionality do not need User SLs with OneDrive for Business.

Project
Project Online Essentials Project Plan 3
Project Plan 1 Project Plan 5

Installation and Use Rights for Project application
Each user to whom Customer assigns aProject Plan 3 or Plan 5 User SL must have a Microsoft Accountin order to use the software provided with
the subscription. Theseusers:

e  mayactivate the software provided withthe SL on up to five concurrent OSEs for local or remote use;

e mayalsoinstalland usethe software, with shared computer activation, on a shared device, a Network Server, or on Microsoft Azure or
with a Qualified Multitenant Hosting Partner (“QMTH”). Rights to install and use the software with a QMTH do not apply ifthe QMTH is
usinga Listed Provider asa Data CenterProvider, asthose termsare defined in the Product Terms.The Product Terms is locatedat
http://go.microsoft.com/?linkid=9839207. Alist of Qualified Multitenant Hosting Partners and additional deployment requirements is
available at www.office.com/sca; and

e mustconnect each device upon whichuser hasinstalled the softwareto the Internet at least once every 30 days or the functionality of
the software may be affected.

Use of SharePoint Online
Rights to the SharePoint Online functionality provided with a Project Plan 3 or Plan 5 SL are limited to storingand accessing datain support of

Project online.

SharePoint Online

SharePoint Online (Plan 1 and 2) Duet Enterprise Online for Microsoft SharePoint and SAP
SharePoint Online K1

Core Features for Office 365 Services
SharePoint Online orits successor service will have the following Core Features capabilities:

Collaboration Sites
An end user will be able to create a web browser-accessible site through which theend user can uploadand share content and manage who has
permission to access that site.

Storage
Customer will be able to setstorage capacity limits for a site created by an end user.

External Users
External Users invited to site collectionsvia Share-by-Mail functionality do not need User SLs with SharePointOnline K1, Plan 1 and Plan 2.

Storage Add-on SLs
Office 365 Extra File Storage is required for each gigabyte of storage in excess of the storage provided with User SLs for SharePoint Online Plans 1
and 2.
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Other Online Services

Bing Maps Mobile Asset Management Platform

Service SLs
A Service SLis required to access the services via the Bing Maps Mobile Asset Management Platform. AService SL must be purchased with at least
one of the following qualifying Add-on SLs for each asset:

e  Mobile Asset Management for North America Add-on SL (routing or without routing)

e  Mobile Asset Management for Europe Add-on SL (routing or without routing), or

e  Mobile Asset Management for Rest of World Add-on SL (routing or without routing)

Bing Maps APIs

A Customer with a license to use the Bing Maps Mobile Asset Management Platform Bing Maps APIs in accordance with the Microso ft Bing Maps
Platform APl Terms of Use and Bing Maps Documentation, including any successors thereto, located at https://aka.ms/bingmapsplatformapistou
and https://aka.ms/bingmapsplatformsdks/.

Bing Maps Privacy
The Microsoft Privacy Statement (locatedat: https://go.microsoft.com/fwlink/?Linkld=521839) and privacy terms in the Microsoft Bing Maps
Platform API Terms of Use apply to Customer’s use of the Bing Maps Mobile Asset Management Platform.
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Bing Maps Transactions and Users

Bing Maps Transactions Bing Maps Light Known User
Bing Maps Known User

Authenticated Users
Users that are authenticated by Customer’s programs that access the service through the Bing Maps APIs must havea SL.

Bing Maps APIs

A Customer with a license to use Bing Maps Transactions and Users may use Bing Maps APls in accordance with the Microsoft Bin g Maps Platform
AP| Terms of Use and Bing Maps Documentation, including any successors thereto, located at https://aka.ms/bingmapsplatformapistou and
https://aka.ms/bingmapsplatformsdks/.

Bing Maps Privacy
The Microsoft Privacy Statement (locatedat https://go.microsoft.com/fwlink/?Linkld=521839) and privacy terms in the Microsoft Bing Maps
Platform API Terms of Use apply to Customer’s use of Bing Maps.
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Microsoft Power Platform

Microsoft Power Automate Microsoft Power Bl Pro
Microsoft Power Apps Microsoft Power Bl Premium
Notices

The Bing Maps, H.264/AVC Visual Standard, VC-1 Video Standard, MPEG-4 Part 2 Visual Standard, and MPEG-2 Video Standard Noticesin
Attachment 1 apply.

Microsoft Power BI
Definitions
“Customer Application” meansan application or any set of applications that adds primary and significant functionality to the Embedded
Capabilities andthat is not primarily a substitute for any portion of Microsoft Power Bl services.
“Embedded Capabilities” means the PowerBI APIs and embedded views for use by an application.

Hosting Exception for Embedded Capabilities
Customer may create and maintain a Customer Application and, despite anything to the contrary in Customer’svolume licensing agreement,
combine Embedded Capabilities with Customer Data owned or licensed by Customer or a third party, to create a Customer Application using the
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Embedded Capabilities and the Customer Data together. Any Power Bl content accessed by the Customer Application ori ts end users must be
stored in Microsoft Power Bl Premium capacity. Customer may permit third partiesto accessand use the Embedded Capabilities in connection
with the use of that Customer Application. Customer is responsible for that use andfor ensuring that these terms and theterms and conditions
of Customer’s volume licensing agreement are met by that use.

Limitations
Customer may not
e resell orredistribute the Microsoft Power Bl services, or
e allow multiple users to directly or indirectly access any Microsoft Power Bl feature that ismade available on a per user basis.

Access without a User SL

A UserSLis notrequired to view content in Power Bl Premium capacity that is shared through the embed APIs or embedded view s functionality.
With Power Bl Premium P series only, a User SL is also not required to view content in Power Bl Premium capacity thatis sharedthrough the
apps oremail subscription features, or through Power Bl Report Server.

Publish to Web
Customer may use the publish to web functionality to share content only on a publicly available website. Customer may not use this functionality
toshare content internally. Microsoft may display content published through the publish to web functionality on a public website or gallery.

Microsoft Power Apps
Restricted Entities
Customer may not create, modify, or delete any data from entities of the type designated as “restricted” in product documentation at
https://go.microsoft.com/fwlink/?linkid=868812. Customer hasread-only access to such restricted entities.

Unauthenticated External Users
External Users not authenticated by Power Apps do not need a User SL to access Power Portals .
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Microsoft 365 - Unattended License

Service Level Agreement
There is no SLA for Microsoft 365 -Unattended License

Definitions

“Robotic Process Automation”, otherwise known as “RPA” or “bots” means an application, or any set of applications used to cap ture dataand
manipulate applications to perform repetitive tasks. Bots operate upon any Ul element of Windows 10 wit hin an OSE and/or operates upon any
Office application in any OSE.

“Unattended Bot” —Any bot that doesn’t strictly conform to the definition of “Attended Bot” shall be considered an “Unattended Bot.”

“Attended Bot” - An Attended Bot assistsa person to execute automation on the person’slocal and/or remote workstations. It operates
concurrently with the person on the same workstation/s to accomplish repetitive tasks andis triggered by explicit actions of that person.

Assignment and Use Rights
e Customer mayassign a Microsoft 365 A3/E3 - Unattended License to an Unattended bot running on hardware dedicated to Customer's
use.
e  Each Microsoft 365 A3/E3 - Unattended License allows the use of the M365 A3/E3 suite in only a single physical or virtual OSE for Robotic
Process Automation.
e License reassignment for bots follow the same rulesfor users and devices asifthe botis a user.(See License Reassignment)

Use Limitation
e Unattended bots may not create or replicate activities or workflows on behalf of an unlicensed user or device. (See Multiplexing)
e  Microsoft reserves the right to restrict or disable Microsoft APl calls with reasonable notice, due to unreasonable amount of bandwidth,

adversely impacting the stability of Microsoft API’s, or adversely affecting the behavior of other apps.
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GitHub Offerings

GitHub Enterprise GitHub One
GitHub Actions GitHub Advanced Security
GitHub Insights GitHub Packages

GitHub Learning Lab for Organizations

GitHub Offerings are provided by GitHub, Inc. By using GitHub Offerings, Customer agrees to be bound by the GitHub terms available at
https://aka.ms/github terms.Notwithstanding anythingto the contraryin Customer’svolume licensing agreement (including these Online Services
Terms and the DPA), the GitHub Privacy Statementavailableat https://help.github.com/articles/github-privacy-statement/and the GitHub Data
Protection Addendum located at https://aka.ms/github_terms will apply to Customer’s use of GitHub Offerings, including GitHub Enterprise
licensed standalone or as Visual Studio Enterprise or Professional with GitHub Enterprise.

GitHub Actions and GitHub Packages
Customer’s Licensed Users of GitHub Enterprise or an offering that includes GitHubEnterprise may accessand use GitHub Actionsand GitHub
Packages licensed by Customer.

GitHub Advanced Security and GitHub Insights
Customer’s Licensed Users of GitHub Enterprise or an offering that includes GitHub Enterprise may accessand use Git Hub Advanced Security and
GitHub Insights, provided thatall such users arealso assigned GitHub Advanced Security and GitHub Insights User SLs .

GitHub One - Premium Support for GitHub Enterprise

GitHub One includes an enhanced level of technical support provided by GitHub, Inc. The GitHub Engineering Directoffer requires a customer to
have Microsoft Premier or Unified Support as a pre-requisite. By using GitHub technicalsupport, Customer agreesto be bound by the GitHub
terms available at https://aka.ms/githubsupport.
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Microsoft Cloud App Security

External User Allowance
In addition to access by its Licensed Users, Customer may permit External Users to access the service in connection with acce ssto Customer’s
resources using SharePoint Online, OneDrive, Teams and other Microsoft hosted services.

Notices
The Bing Maps and Professional Services notices in Attachment 1 apply.
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Microsoft Graph data connect for ISVs

Service SLs

Customer must have an SL for each user data Customer’s application processes. For purposes of Microsoft Graph data connect for ISVs
(Independent Software Vendors), “user data” is data sourced from the user’s Office 365 account, which is held by the Customer’s customer. Access
to user data is provided to Customer by the Customer’s customer.

Service Level Agreement
There is no SLA for Microsoft Graph data connect for ISVs.
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Microsoft Healthcare Bot Service

Definitions
“Customer Healthcare Bot Application” meansan application or any set ofapplications that adds primary and significant functionality to the
Microsoft Healthcare Bot Serviceand that is not primarily a substitute for the Microsoft Healthcare Bot Service .

Customer Obligations

Customer is solely responsible for: (1) the accuracy and adequacy ofinformation and Data furnished through use of the Microsoft Healthcare Bot
Service; (2) implementing a secure application-to-application authentication method between the CustomerHealthcare Bot Application andthe
Microsoft Healthcare Bot Service; (3) obtaining appropriate consent from end usersin connection with their use of the Customer Healthcare Bot
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Application; and (4) displaying appropriate warnings, disclaimers, and acknowledgements to end usersin connection withtheir use of the
Customer Healthcare Bot Application, including, as applicable, those set forth in the following form.

Use Limitation

CUSTOMER ACKNOWLEDGES THAT THE MICROSOFT HEALTHCARE BOT SERVICE (1) ISNOT INTENDED OR MADE AVAILABLE AS A MEDICAL DEVICE
(OR MEDICAL DEVICES) FOR THE DIAGNOSIS OF DISEASE OR OTHER CONDITIONS, OR IN THE CURE, MITIGATION, TREATMENT OR PREVENTION OF
DISEASE, OR OTHERWISE TO BE USED AS A COMPONENT OF ANY CLINICAL OFFERING OR PRODUCT, AND NO LICENSE OR RIGHT IS GRANTED TO
USE THE MICROSOFT HEALTHCARE BOT SERVICE FOR SUCH PURPOSES, (2) IS NOT DESIGNED OR INTENDED TO BE A SUBSTITUTE FOR
PROFESSIONAL MEDICAL ADVICE, DIAGNOSIS, TREATMENT, OR JUDGMENT AND SHOULD NOT BE USED TO REPLACE OR AS A SUBSTITUTE FOR
PROFESSIONAL MEDICAL ADVICE, DIAGNOSIS, TREATMENT, OR JUDGMENT, AND (3) SHOULD NOT BE USED FOR EMERGENCIES AND DOES NOT
SUPPORT EMERGENCY CALLS. CUSTOMER ACKNOWLEDGES THAT THE CUSTOMER HEALTHCARE BOT APPLICATION WILL CONSTITUTE CUSTOMER’S
OWN PRODUCT OR SERVICE, SEPARATE AND APART FROM THE MICROSOFT HEALTHCARE BOT SERVICE. CUSTOMER IS SOLELY RESPONSIBLE FOR
THE DESIGN, DEVELOPMENT, AND IMPLEMENTATION OF THE CUSTOMER HEALTHCARE BOT APPLICATION, AND FOR PROVIDING END USERS WITH
APPROPRIATE WARNINGS PERTAINING TO USE OF THE CUSTOMER HEALTHCARE BOT APPLICATION. CUSTOMER IS SOLELY RESPONSIBLE FOR ANY
PERSONAL INJURY OR DEATH THAT MAY OCCUR AS A RESULT OF ITS USE OF THE MICROSOFT HEALTHCARE BOT SERVICE IN CONNECTION WITH
THE CUSTOMER HEALTHCARE BOT APPLICATION, INCLUDING (WITHOUT LIMITATION) ANY SUCH INJURIES TO END USERS.
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Microsoft Intune

Microsoft Intune (per user) Microsoft Intune Add-on for System Center Configuration Manager and
Microsoft Intune for Devices System Center Endpoint Protection (per user, per device)

Microsoft Intune for EDU (per user, per device) (“Microsoft Intune Add-On”)

Notices

Any deployment services provided to Customer aresubject to the Professional Services Notice in Attachment1.

Manage Devices and Applications
Each User to whom Customer assigns a UserSL may access and use the Online Services and related software (including System Center software) to
manage applicationsand up to fifteen devices. Management of a device accessed by more than one userrequires a UserSL for each user.

Microsoft Intune for Devices

Microsoft Intune for Devices may only be linked to devices that are not affiliated with specific users.Product features with user affinity, including
but not limited to Conditional Access, App Protection, and optional app installation, cannot be used under Microsoft Intune for Devices SLs.
Applications that are typically mapped to specificusers, such as Outlook and OneDrive, may not be used under this service.

Storage Add-on SL
A Storage Add-on SLis required for each gigabyte of storage in excess of the storage provided withthe base subscription.

Windows Software Components in System Center Software

The System Center software includes one or more of the following Windows Software Components: Microsoft .NET Framework, Micro soft Data
Access Components, PowerShell software and certain .dlIs related to Microsoft Build, Windows Identity Foundation, Windows Library for
JavaScript, Debghelp.dll,and Web Deploy technologies. The license terms governing use of the Windows Software Componentsare in the Windows
8.1 Proand Enterprise section of the Product Terms. The Product Terms is locatedat http://go.microsoft.com/?linkid=9839206.

SQL Server Technology and Benchmarking

The Software included with the Online Service includes SQL Server-branded components other than a SQL Server Database. Those componentsare
licensed to Customer underthe terms of their respective licenses, which can be found in the installation directory or unifie d installer of the
software. Customer must obtain Microsoft’s prior written approval to disclose to a third party the results ofany benchmark t est of these
components or the software that includes them.

Table of Contents / General Terms

Microsoft Learning

Microsoft Learning E-Reference Library
Any person that has validaccessto Customer’s computer or internal network may copy and use the documentation for Customer’s internal

reference purposes. Documentation does not include electronic books.
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Microsoft Learning Imagine Academy Service SL
A Service SLis required for each Location that accesses or uses any Microsoft Imagine Academy service or benefit. Location is defined asa physical
site with staffunder the same administrator, such asa principal, in a single building or group of buildings located on the samecampus.

Microsoft Learning Imagine Academy Program Guidelines
The Imagine Academy program guidelines, located at http://www.microsoft.com/itacademy, apply to Customer’s use of the Microsoft Learning
Imagine Academy and its benefits.

Microsoft Learning Imagine Academy Program Benefits Provided by Third-Party
Program benefits may only be used by a licensed institution’s faculty, staff and students currently enrolled in the licensed institution.

Microsoft Search in Bing

Microsoft Search in Bing
“Microsoft Search in Bing” means the service that displays enterprise search resultsfrom internalresources (e.g. intranet, files, people information)
to Customer users who are logged into the service viatheir work or school account.

Microsoft Search in Bing Privacy

When a user enters a search query in Microsoft Search in Bing, two simultaneous search requests occur: (1) a search of Customer’s internal
resources, for which the query and resultsreturned are Customer Data for purposes of these Online Services Terms, and (2) a separate search of
public results from Bing.com, for which the query and results returned are not Customer Data. These Online Services Terms and the DPAapply only
to Microsoft Search in Bing. The Microsoft Privacy Statement located at https://go.microsoft.com/fwlink/?Linkld=521839 appliesto public search
on Bing.com.

Microsoft Threat Protection

Data Handling

Microsoft Threat Protection integrates Customer Data from multiple Online Services. Applicable Customer Data will be transfer red from other
Microsoft services into Microsoft ThreatProtection and from Microsoft Threat Protection back to applicable Microsoft services. Microsoft’s data-
handling commitments applicable to Microsoft Threat Protection willapply to such Customer Data. Such commitments may differ from Microsoft’s
commitments for the services from which that Customer Data was transferred. Further, Customer Data will be stored at rest in the Geo in which
Microsoft Threat Protection is provisioned, which may differ from the Geo in which other servicesare provisioned.

Minecraft: Education Edition

Notices
The Bing Maps Notices in Attachment 1 apply.

Office 365 Developer

No Production Use of Office 365 Developer

Each user to whom Customer assigns aUser SL may use the Online Service to design, develop, and test Customer’s applications to make them
available for Customer’s Office 365 Online Services, on-premises deployments or for the Microsoft Office Store. The Online Service is not licensed
for production use.

Office 365 Developer End Users
Customer’s end usersdo not need a SL to access Office 365 Developer to perform acceptance tests or provide feedback on Custo mer programs.
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Microsoft Defender Advanced Threat Protection

Data Retention
Microsoft Defender Advanced Threat Protection does not contain extractable Customer Data therefore the Customer Data extraction termsin the
DPA do not apply.
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Attachment 1 — Notices

Online Services excluded fromthe DPA

The terms ofthe DPAdo not apply to: Bing Maps Mobile Asset Management Platform, Bing Maps Transactionsand Users, Bi ng Search Services,
GitHub Enterprise, LinkedIn Sales Navigator, Azure Stack Hub, Microsoft Graph data connect for ISVs, Microsoft Genomics, and Visual Studio App
Center Test. Each of these Online Services are governed by the privacy and security termsin the applicable Online Service-specific Terms.

Core Online Services
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The term “Core Online Services” applies only to the servicesin the table below, excludingany Previews.

Online Services

Microsoft Dynamics 365 Core
Services

The following services, each as a standalone service or as included in a Dynamics 365 branded plan or application:
Dynamics 365 Customer Service Enterprise, Dynamics 365 Customer Service Professional, Dynamics 365 Customer Service
Insights, Dynamics 365 Field Service, Dynamics 365 Business Central, Dynamics 365 Supply Chain Management, Dynamics
365 Finance, Dynamics 365 Marketing, Dynamics 365 Project Service Automation, Dynamics 365 Commerce, Dynamics
365 Human Resources, Dynamics 365 Sales Enterprise, and Dynamics 365 Sales Professional. Dynamics 365 Core Services
do not include (1) Dynamics 365 Services for supported devices or software, which includes but is not limited to Dynamics
365 for apps, tablets, phones, or any of these; (2) LinkedIn Sales Navigator; or (3) except as expressly defined in the
licensing terms for the corresponding service, any other separately-branded service made available with or connected to
Dynamics 365 Core Services.

Office 365 Services

The following services, each as a standalone service or as included in an Office 365-branded plan or suite: Compliance
Manager, Customer Lockbox, Exchange Online Archiving, Exchange Online Protection, Exchange Online, Microsoft
Bookings, Microsoft Forms, Microsoft My Analytics, Microsoft Planner, Microsoft StaffHub, Microsoft Stream, Microsoft
Teams (including Bookings, Lists, and Shifts), Microsoft To-Do, Office 365 Advanced Threat Protection, Office 365 Video,
Office for the web, OneDrive for Business, Project (except Roadmap and Project for the web), SharePoint Online, Skype for
Business Online, Sway, Whiteboard, Yammer Enterprise and, for Kaizala Pro, Customer’s organizational groups managed
through the admin portal and chats between two members of Customer’s organization. Office 365 Services do not include
Office 365 ProPlus, any portion of PSTN Services that operate outside of Microsoft’s control, any client software, or any
separately branded service made available with an Office 365-branded plan or suite, such as a Bing or a service branded
“for Office 365.”

Microsoft Azure Core Services

APl Management, App Service (APl Apps, Logic Apps, Mobile Apps, Web Apps), Application Gateway, Application Insights,
Automation, Azure Active Directory, Azure Cache for Redis, Azure Container Registry (ACR), Azure Container Service,
Azure Cosmos DB (formerly DocumentDB), Azure Database for MySQL, Azure Database for PostgreSQL, Azure Databricks,
Azure DevOps Services, Azure DevTest Labs, Azure DNS, Azure Information Protection (including Azure Rights
Management), Azure Kubernetes Service, Azure NetApp Files, Azure Resource Manager, Azure Search, Backup, Batch,
BizTalk Services, Cloud Services, Computer Vision, Content Moderator, Data Catalog, Data Factory, Data Lake Analytics,
Data Lake Store, Event Hubs, Express Route, Face, Functions, HDInsight, Import/Export, 10T Hub, Key Vault, Load Balancer,
Log Analytics (formerly Operational Insights), Azure Machine Learning Studio, Media Services, Microsoft Azure Portal,
Multi-Factor Authentication, Notification Hubs, Power Bl Embedded, QnA Maker, Scheduler, Security Center, Service Bus,
Service Fabric, Site Recovery, SQL Data Warehouse, SQL Database, SQL Server Stretch Database, Storage, StorSimple,
Stream Analytics, Text Analytics, Traffic Manager, Virtual Machines, Virtual Machine Scale Sets, Virtual Network, and VPN
Gateway

Microsoft Cloud App Security

The cloud service portion of Microsoft Cloud App Security.

Microsoft Intune Online Services

The cloud service portion of Microsoft Intune such as the Microsoft Intune Add-on Product or a management service
provided by Microsoft Intune such as Mobile Device Management for Office 365.

Microsoft Power Platform Core
Services

The following services, each as a standalone service or as included in an Office 365 or Microsoft Dynamics 365 branded
plan or suite: Microsoft Power BI, Microsoft Power Apps, and Microsoft Power Automate. Microsoft Power Platform Core
Services do not include any client software, including but not limited to Power Bl Report Server, the Power Bl, PowerApps
or Microsoft Power Automate mobile applications, Power Bl Desktop, or Power Apps Studio.

Microsoft Defender Advanced
Threat Protection Services

The following cloud service portions of Microsoft Defender Advanced Threat Protection: Attack Surface Reduction, Next
Generation Protection, Endpoint Detection & Response, Auto Investigation & Remediation, Threat & Vulnerability
Management, SmartScreen.
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Security Practices and Policies for Core Online Services

In addition to the security practices and policies for Online Servicesin the DPA, each Core Online Service also complies wit h the control standards
and frameworks shown in the table below and implements and maintains the security measures set forth in Appendix A ofthe DPAfor the
protection of Customer Data.

Online Service SSAE 18 SOC1 Typelll SSAE 18 SOC2 Type Il
Office 365 Services Yes Yes

Microsoft Dynamics 365 Core Services Yes* Yes*

Microsoft Azure Core Services Varies** Varies**

Microsoft Cloud App Security Yes Yes

Microsoft Intune Online Services Yes Yes

Microsoft Power Platform Core Services Yes Yes

Microsoft Defender Advanced Threat Protection Services Yes Yes

*Does not include Microsoft Dynamics 365 Marketing.
**Current scope is detailed in the audit report and summarized in the Microsoft Trust Center.

Location of Customer Data at Rest for Core Online Services
For the Core Online Services, Microsoft will store Customer Data at rest within certain major geographic areas (each,a Geo) as follows:

o Office 365 Services. If Customer provisions itstenant in Australia, Canada, the European Union, France, Germany, India, Japan, Norway, South
Africa, South Korea, Switzerland, the United Kingdom, the United Arab Emirates, or the United States, Microsoft will store the following
Customer Data at restonly within that Geo: (1) Exchange Online mailbox content (e -mail body, calendar entries, andthe contentof e-mail
attachments), (2) SharePointOnline site content and the files stored within that site, and (3) files uploaded to OneDrive for Business.

e Microsoft Intune Online Services. When Customer provisions a Microsoft Intune tenant account to be deployed within an available Geo, then,
for that service, Microsoft will store Customer Data at restwithin that specified Geo except asnoted in the Microsoft Intun e Trust Center.

e Microsoft Power Platform Core Services. If Customer provisions itstenant in Australia, Canada, Asia Pacific, France, India, Japan, the
European Union, United Kingdom, or the United States, Microsoft will store Customer Data at rest only within that Geo, except asnoted in the
data location section of the Microsoft Power Platform Trust Center.

e Microsoft Azure Core Services. If Customer configures a particular service to be deployed within a Geo then, for that service, Microsoft will
store Customer Data atrest within the specified Geo. Certain services may not enable Customerto configure deployment in a particular Geo
oroutside the United Statesand may store backupsin other locations. Refer to the Microsoft Trust Center (which Microsoft m ay update from
time to time, but Microsoft will not add exceptions for existing Services in general release) for more details.

e Microsoft Cloud App Security. If Customer provisionsits tenant in the European Union or the United States, Microsoft will store Customer
Data atrest only within that Geo, except as described in the Microsoft Cloud App Security Trust Center.

e Microsoft Dynamics 365 Core Services. When Customer provisionsa Dynamics 365 Core Service to be deployed within an available Geo, then,
for that service, Microsoft will store Customer Data at restwithin that specified Geo, exceptas described in the Microsoft Dynamics 365 Trust
Center.

e Microsoft Defender Advanced Threat Protection Services. When Customer provisions a Microsoft Defender Advanced Threat Protection
tenant to be deployed within an available Geo, then, for that service, Microsoft will store Customer Data at restwithin that specified Geo
except as noted in the Microsoft Defender Advanced Threat ProtectionTrust Center.
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Bing Maps

The Online Service orits included softwareincludes use of Bing Maps. Any content provided through Bing Maps, including geoc odes, can only be
used within the product through which the content is provided. Customer’s use of Bing Maps is governed by the Bing Maps End User Terms of Use
available at go.microsoft.com/?linkid=9710837 and the Microsoft Privacy Statement available at go.microsoft.com/fwlink/?LinkID=248686.
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Professional Services

Professional Services are provided subject to the “Professional Services Terms” below. If, however, Professional Services are provided pursuant to a
separate agreement, then the termsofthat separate agreement will apply to those ProfessionalServices. Data protection and security terms for
Professional Services Data are in the DPA.
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The ProfessionalServicesto which this Notice applies are not Online Services, and the rest of the Online Services Terms do not apply unless
expressly made applicable by the Professional Services Terms below.

Professional Services Terms
Obligations of the Parties; Warranties
Microsoft warrants that all Professional Services will be performed with professional care and skill. If Microsoft fails to do so and Customer
notifies Microsoft within 90 days of the date of performance, then Microsoft will either re -perform the Professional Services or return the price
paid for them as Customer’s sole remedy for breach of the Professional Services warranty. Notwithstanding the foregoing, Services Deliverables
that are provided without charge are provided “AS-IS,” WITHOUT ANY WARRANTY. Microsoft provides no warranties or conditions and
disclaims any other express, implied or statutory warranties, including warranties of quality, title, non-infringement, merchantability and
fitness for a particular purpose.

Customer will perform its applicable responsibilities and obligations to support Microsoft’s performance of the Professional Services, as specified
in the description of each Professional Service. Customer may not use Professional Services or Services Deliverablesin any way prohibited by the
Acceptable Use Policy and must comply with all laws and regulations applicable to its use of Professional Services and Services Deliverables,
including laws related to privacy, Personal Data, biometric data, data protection and confidentiality of communications. Customer is solely
responsible for testing, deploying, maintaining and supporting Services Deliverables that are provided or recommended without charge by
Microsoft.

Limitation of Liability

To the extent permitted by applicable law, each party’stotal liability for all claims relating to Professional Services will be limited to the amounts
Customer was required to pay for the Professional Services or the limitation of liability for the Online Service with which the Professional
Services are offered, whichever isgreater. For ProfessionalServices andServices Deliverables provided free of charge and Services Deliverables
that Customeris authorized to redistribute to third parties without separate payment to Microsoft, Microsoft’s liability is limited to direct
damages finally awarded up to USS$5,000. In no event will either party be liable for indirect, incidental, special, punitive, or consequential
damages, includingloss of use, loss of profits, or interruption of business, however caused or on any theory of liability in relation to the
Professional Services, or Services Deliverables. No limitation or exclusions will apply to liability arising out of either party’s (1) confidentiality
obligations (except for all liability limited to Customer Data and Professional Services Data, which remain subject to the limitations and
exclusions above); or (2) violation of the other party’s intellectual property rights.

Fixes

“Fixes” are Product fixes, modifications or enhancements, or their derivatives, that Microsoft either releases generally (such as service packs) or
that Microsoft provides to Customer to address a specific issue. Each Fix, is licensed under the same termsas the Product to which it applies. Ifa
Fix is not provided for a specific Product, any use terms Microsoft provides with the Fix will apply.

Pre-Existing Work

“Pre-Existing Work” means any computer code or non-code based written materials developedor otherwise obtained independent of
Customer’s volume licensing agreement. All rights in Pre-Existing Work shall remain the sole property of the party providing the Pre -Existing
Work. Each party may use, reproduce and modify the other party’s Pre-Existing Work only as needed to perform obligations related to
Professional Services. If Customer chooses to disclose its source code to Microsoft during a Professional Services engagement, then (1) prior to
such disclosure, Customer will remove any third-party source code that Customer is prohibited from disclosing; and (2) Microsoft will treat
Customer’s source code as confidential information.

Services Deliverables License

“Services Deliverables” meansany computer code or materials (including withoutlimitation proofs of concept, documentation and design
recommendations,sample code, softwarelibraries, algorithms and machine learning models) other than Products or Fixes that Microsoft leaves
with Customer at the conclusion of Microsoft’s performance of Professional Services. Microsoft grants Customer a no n-exclusive, non-
transferable, perpetual license to reproduce, use, and modify the Services Deliverables, subject to and in accordance with theterms and
conditions in Customer’svolume licensing agreementand any agreed statement of services . Some Services Deliverables and third-party content
may be provided under a separatelicense, suchas an open source license.In the event of a conflict between this Notice and any separate
license, the separate license will prevail with respect to the Services Deliverables or third-party content thatis the subjectofsuch separate
license. Each party reservesallrights (and no one receivesany rights) not expressly granted by the foregoing licenses.

License Restrictions

Customer must not (and is not licensed to) reverse engineer, decompile, disassemble or work around any technical limitations in any Services
Deliverable except to the extent thatapplicablelaw doesn’t allow thisrestriction. Except as expressly permittedin this agreementand any
agreed statementofservicesor separatelicense, Customer must not (and is not licensedto) distribute, sublicense, rent, lease, lend, sell, offer
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for sale or otherwise make available any Services Deliverables, in whole orin part, or subject Microsoft’s intellectual prop erty in Services
Deliverablesto any other license terms.

Feedback

“Feedback” means expertiseand knowledge, including industry knowhow, as well as comments, input and suggestions regarding th e Services
Deliverables, Professional Services and the products, technologies, services, or any components of the foregoing, whether pre-release or
commercially released, of either Microsoft or Customer. Neither Microsoft nor Customer are required to provide Feedback to th e otherin
connection with ProfessionalServices, but ifa partyinitssolediscretion does provide Feedback, both parties agree that the receiving party
should be free to use such Feedback withoutobligation. Accordingly, to the extentthat the party providing Feedback owns or controls copyrights
or trade secrets covering such Feedback, thatparty grantsto the receiving party andits Affiliates a worldwide, non -exclusive, perpetual,
irrevocable and royalty-free licensein such intellectual property to: (1) to make, use, modify, distribute, create derivative works and otherwise
commercialize the Feedback as part of Microsoft’s or Customer’s products, technologies, services or any of their components, including without
limitation pre-release and commercially released versions of such offerings; and (2) sublicenseto third parties the foregoing rights, including the
right to grant further sublicenses. Neither party will provide any Feedback subject to any terms that would impose any obliga tion on or require
attribution by on the receiving party. Any party receiving Feedback further acknowledgesthat (1) it has sole and absolute discretionregarding
whether it implements such feedback; (2) it shall base its offerings and marketing planssolely on its own independentresear chand analysis; and
(3) itassumes allrisks associated with any implementation of such Feedback.

Non-Microsoft Technology
Customeris solely responsible for any non-Microsoft software or technology that it installs or uses with the Online Services, Fixes, or Services
Deliverables, including withoutlimitation when Customer asks Microsoft to use or modify such third-party content.

Affiliates’ Rights
Customer may sublicense the rights to use Services Deliverablesto its Affiliates, but Customer’s Affiliates may not sublicen se these rights.
Customeris liablefor ensuringits Affiliates’ compliance with the terms of this Notice and Customer’s volume licensing agre ement.

Government Customers

If Customer is a government entity, then the following terms apply to any Professional Services provided at no charge to Customer. Microsoft
waives any and all entitlementto compensation from Customer for the Professional Services. In compliance with applicable laws and regulations,
Microsoft and Customer acknowledge that the Professional Services are for the sole benefit and use of Customer and not provided for the
personal use or benefit of any individual government employee.
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Notice about Azure Media Services H.265/HEVC Encoding

Customer must obtain itsown patent license(s) from any third party H.265/HEVC patent pools or rights holders before using Azure Media Services
to encode or decode H.265/HEVC media.
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Notice about Adobe Flash Player

The software mayinclude a version of Adobe Flash Player. Customer agrees that its use of the Adobe Flash Player isgoverned by the license terms
for Adobe Systems Incorporated at http://go.microsoft.com/fwlink/?linkid=248532. Adobe and Flash are either registered trademarks or
trademarks of Adobe Systems Incorporated in the United Statesand/or other countries.
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Notice about H.264/AVC Visual Standard, VC-1 Video Standard, MPEG-4 Part 2 Visual Standard
and MPEG-2 Video Standard

This software may include H.264/AVC, VC-1, MPEG-4 Part 2, and MPEG-2 visual compression technology. MPEG LA, L.L.C. requires this notice:

THIS PRODUCT IS LICENSED UNDER THE AVC, THE VC-1, THE MPEG-4 PART 2 AND MPEG-2 VISUAL PATENT PORTFOLIO LICENSES FOR THE
PERSONAL AND NON-COMMERCIAL USE OF A CONSUMER TO (i) ENCODE VIDEO IN COMPLIANCE WITH THE ABOVE (VIDEO STANDARDS) AND/OR
(ii) DECODE AVC, VC-1, MPEG-4 PART 2 AND MPEG-2 VIDEO THAT WAS ENCODED BY A CONSUMER ENGAGED IN A PERSONAL AND NON-
COMMERCIAL ACTIVITY AND/OR WAS OBTAINED FROM A VIDEO PROVIDER LICENSED TO PROVIDE SUCH VIDEO. NO LICENSE IS GRANTED OR SHALL
BE IMPLIED FOR ANY OTHER USE. ADDITIONAL INFORMATION MAY BE OBTAINED FROM MPEG LA, L.L.C. REFER TO www.mpegla.com.
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For clarification purposes, this notice does not limitor inhibit the use of the software for normal business usesthat are p ersonalto that business
which do notinclude (i) redistribution of the software to third parties, or (ii) creation of content compliant with the VIDE O STANDARDS

technologies for distribution to third parties.
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Attachment 2 — Subscription License Suites

Online Services may be available for purchase as Suites of Online Services. If, in the tables below, a cell is shaded - inan Online Service’srow, the
Suite SL for the column the cell is in fulfills the SL requirements for the cell’s Online Services. For Education and Government offers, see the Public
Sector table below.

Office 365 Office 365 Office 365 Enterprise Microsoft Microsoft
Enterprise 3 Business Business Mobility + 365 Enterprise ? 365

Essentials Premium Security Business

Online Service £S5 Security®
Exchange Online K1

Exchange Online Plan 1

Exchange Online Plan 2

SharePoint Online K1

SharePoint Online Plan 1

SharePoint Online Plan 2

Skype for Business Online Plan 2

OnebDrive for Business Plan 1

OneDrive for Business Plan 2

Phone System

Audio Conferencing

Office 365 Business

Office 365 ProPlus

Microsoft Kaizala Pro

Office 365 Data Loss Prevention

Office 365 Advanced Threat Protection Plan 1
Office 365 Advanced Threat Protection Plan 2
Microsoft Power Bl Pro

Microsoft Intune

Azure Info Protection Premium Plan 1
Azure Active Directory Premium Plan 1
Azure Active Directory Premium Plan 2
Azure Advanced Threat Protection for Users

Microsoft Cloud App Security

Microsoft stream TN I N N I

! Add-on Suite SLs that include “without ProPlus” in the title do not include rights to Office 365 ProPlus.

2 In addition to the Online Services identified above, the Microsoft 365 fulfills the SL requirement for Windows SA per User as described in the Product Terms.
3 Inclusion of Skype for Business Online Audio Conferencing with Office 365 ES5 is dependent on regional availability.

° Office 365 customers with 500 seats or fewer will be onboarded to Microsoft Teams and will not have access to Skype for Business Online.

® Microsoft 365 E5 Security includes Microsoft Defender Advanced Threat Protection.

“Cannot upload or modify videos.

5Cannot create live events.
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PublicSector

Office 365 Government'? Office 365 Education? Microsoft 365 Education?

Online Service A5 Security®

Exchange Online K1

Exchange Online Plan 1

Exchange Online Plan 2

SharePoint Online K1

SharePoint Online Plan 1

SharePoint Online Plan 2

Skype for Business Online Plan 2

OneDrive for Business Plan 1

OneDrive for Business Plan 2

Phone System

Audio Conferencing

Office 365 ProPlus

Microsoft Kaizala Pro

Office 365 Data Loss Prevention

Office 365 Advanced Threat Protection P2
Microsoft Power BI Pro

Office 365 Advanced Threat Protection P1
Microsoft Intune

Azure Info Protection Premium Plan 1
Azure Active Directory Premium Plan 1
Azure Active Directory Premium Plan 2
Azure Advanced Threat Protection for Users
Microsoft Cloud App Security

Microsoft Stream

Minecraft: Education Edition

1 Add-on Suite SLs that include “without ProPlus” in the title do not include rights to Office 365 ProPlus.

2 In addition to the Online Services identified above, the Microsoft 365 Education fulfills the SL requirement for Windows SA per User as described in the Product Terms.
3 Inclusion of Skype for Business Online Audio Conferencing with Office 365 E5/A5 is dependent on regional availability.

“Includes Microsoft 365 A3 with Core CAL.

° Office 365 customers with 500 seats or fewer will be onboarded to Microsoft Teams and will not have access to Skype for Business Online.

© Microsoft 365 A5 Security includes Microsoft Defender Advanced Threat Protection.

“Cannot upload or modify videos.

5Cannot create live events.
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Introduction

The parties agreethat this Microsoft Online Services Data Protection Addendum (“DPA”) sets forth theirobligations with respect to the processing
and security of Customer Data and Personal Data in connection with the Online Services. The partiesalso agreethat, unlessa separate Professional
Services agreement exists, this DPA governs the processing and security of Professional Services Data. Separate terms, includ ing different privacy
and security terms, govern Customer’s use of Non-Microsoft Products.

In the event of any conflict or inconsistency between this DPAand any other termsin Customer’s volumelicensing agreement (including the
Product Terms or the Online Services Terms), this DPAshall prevail.The provisions of this DPAsupersede any conflicting pro visions of the Microsoft
Privacy Statement that otherwise may apply to processing of Customer Data, Personal Data, or Professional Services Data as de fined herein. For
clarity, consistentwith Clause 10 of the Standard Contractual Clauses in Attachment 2, the Standard Contractual Clauses prevail over any other
term of the DPA.

Microsoft makes the commitmentsin this DPAto all customers with volumelicense agreements. These commitmentsare binding on Microsoft
with regard to Customer regardless of (1) the version of the OSTthat is otherwise applicable to any given Online Services subscri ption, or (2) any
other agreement that referencesthe OST.

Applicable DPA and Updates

When Customer renews or purchases a new subs cription to an Online Service, the then-current DPA will apply and willnot change during
Customer’s subscription for that Online Service. When Microsoft introduces features, supplements or related software that are new (i.e.,that were
not previously included with the subscription), Microsoft may provide terms or make updatesto the DPAthat apply to Customer’s use of those
new features, supplements or related software.

Electronic Notices

Microsoft may provide Customer with information and notices aboutOnline Services electronically, including via email, throug h the portal for the
Online Service, or through a web site that Microsoft identifies. Notice is given as of the date itismade available by Microsoft.

Prior Versions

The DPAand OST provide terms for Online Services thatare currently available. For earlier versions of the DPAand the OST, Customer may refer to
https://aka.ms/licensingdocs or contact its reseller or Microsoft Account Manager.

Clarifications and Summary of Changes

None
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Definitions

Capitalized terms used but not defined in this DPA will have the meanings provided in the volume license agreement. The follo wing defined terms
are used in this DPA:

“Customer Data” means all data, including all text, sound, video, or image files, andsoftware, that are provided to Microsoft by, or o n behalf of,
Customer through use of the Online Service. Customer Data does not include Professional Services Data.

“Diagnostic Data” means data collected or obtained by Microsoft from software thatis locally installed by Customer in connection with the Online
Service. Diagnostic Data may alsobe referred to as telemetry. Diagnostic Data does not include Customer Data, Service Generated Data, or
Professional Services Data.

“Data Protection Requirements” meansthe GDPR, Local EU/EEA Data Protection Laws, and any applicablelaws, regulations, and other legal
requirements relatingto (a) privacy and data security; and (b) the use, collection, retention, storage, security, disclosure, transfer, disposal, and
other processing ofany Personal Data.

“GDPR” means Regulation (EU) 2016/679 of the European Parliamentand ofthe Council of 27 April 2016 on the protection of nat ural persons with
regard to the processing of personaldataand on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection
Regulation).

“Local EU/EEA Data Protection Laws” means any subordinate legislation and regulationimplementing the GDPR.

“GDPR Terms” means the terms in Attachment 3, under which Microsoft makes binding commitments regardingits processing of PersonalData as
required by Article 28 of the GDPR.

“Personal Data” means any information relating to an identified or identifiable natural person. An identifiable natural personisone who can be
identified, directly or indirectly, in particular by reference to an identifier such asa name, an identification number, location data,an online
identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or sociali dentity of that natural
person.

“Professional Services Data” means all data, including all text, sound, video, imagefiles or software, that are provided to Microsoft, by or on beh alf
of a Customer (or that Customer authorizes Microsoft to obtain from an Online Service) or otherwise obtained or processed by or on behalf of
Microsoft through an engagement with Microsoft to obtain Professional Services. Professional Services Dataincludes Support Data.

“Service Generated Data” means datagenerated or derived by Microsoft through the operation of an Online Service. Service Generated Data does
notinclude Customer Data, Diagnostic Data, or Professional Services Data.

“Standard Contractual Clauses” meansthe standard data protection clauses for the transfer of personaldatato processors established in third
countries which do not ensure an adequate level of data protection, asdescribed in Article 46 of the GDPR and approved by the Europ ean
Commission decision 2010/87/EC, dated 5 February 2010. The Standard Contractual Clauses arein Attachment 2.

“Subprocessor” meansother processors used by Microsoft to process Customer Dataand Personal Data, including any subcontract or that
processes Customer Dataand Personal Data.

“Support Data” means all data, including all text, sound, video, image files, or software, that are provided to Microsoft by or on behalf of Customer
(or that Customer authorizes Microsoft to obtain from an Online Service) through an engagement with Microsoft to obtain technical support for
Online Services covered under thisagreement. Support Data is a subset of Professional Services Data.

Lower case terms usedbut not defined in this DPA, such as “personal data breach”, “processing”, “controller”, “processor”, “ profiling”, “personal
data”, and “datasubject” will have thesame meaningas set forth in Article 4 of the GDPR, irrespective of whether GDPR applies. The terms “data

importer” and “data exporter” have the meanings given in the Standard Contractual Clauses.
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General Terms

Compliance with Laws

Microsoft will comply with all laws and regulations applicable to its provisionof the Online Services, including security breach notification law and
Data Protection Requirements. However, Microsoft is not responsible for compliance with any laws or regulations applicable to Customer or
Customer’s industry that are not generally applicable to information technology service providers. Microsoft does not determine whether
Customer Data includes information subject to any specific law or regulation. All Security Incidents are subject to the Secur ity Incident Notification
terms below.

Customer must comply with all laws and regulations applicable to its use of Online Services, including laws related to biometric data, confidentiality
of communications, and Data Protection Requirements. Customer isresponsible for determining whether the Online Servicesare appropriate for
storage and processing of information subject to any specificlaw or regulation and for using the Online Servicesin a manner consisten t with
Customer’s legal andregulatory obligations. Customer is responsible for responding to any request from a third party regard ing Customer’s use of
an Online Service, such as a requestto take down content under the U.S. Digital Millennium Copyright Act or other applicable laws.

Data Protection Terms

This section of the DPAincludes the following subsections:

e Scope e Processor Confidentiality Commitment
e  Nature of Processing; Ownership e  Notice and Controls on Use of Subprocessors
e Disclosure of Processed Data e Educational Institutions
. Processing of Personal Data; GDPR ° CJIS Customer Agreement
e  Data Security e  HIPAA Business Associate
e  Security Incident Notification e  California Consumer Privacy Act (CCPA) Terms
e Data Transfers and Location e How to Contact Microsoft
e Data Retention and Deletion e  Appendix A —Security Measures
Scope

The terms in this DPAapply to all Online Services exceptany Online Services specifically identified in Attachment 1 to the OST as exclud ed, which
are governed by the privacy and security terms in the applicable Online Service Specific Terms.

Previews may employ lesser or different privacy and security measures than those typically present in the Online Services. Un less otherwise noted,
Customer should not use Previews to process Personal Data or other data that is subject to legalor regulatory compliance requirements. The
following terms in this DPAdo not apply to Previews: Processing of Personal Data; GDPR, Data Security, and HIPAA Business As sociate.

Attachment 1 to the DPAincludes the privacy and security terms for Professional Services Data, including any Personal Datatherein, in connection
with the provision of Professional Services. Therefore, unless expressly made applicablein Attachment1, the termsin this DPAdo not apply to the
provision of Professional Services.

Nature of Data Processing; Ownership

Microsoft will use and otherwise process Customer Data and Personal Data only (a) to provide Customer the Online Servicesin accordancewith
Customer’s documented instructions, and (b) for Microsoft’s legitimate business operations, each as detailed and limited belo w. As between the
parties, Customerretains all right, titleand interest in and to Customer Data. Microsoft acquires no rights in Customer Data, other than the rights
Customer grants to Microsoft in this section. This paragraph does not affect Microsoft’s rightsin software or services Micro soft licenses to
Customer.

Processing to Provide Customer the Online Services
For purposes of this DPA, “to provide” an Online Service consists of:

. Delivering functional capabilities as licensed, configured, and used by Customer and its users, including providing personalized user
experiences;

e  Troubleshooting (preventing, detecting, and repairing problems); and

e Ongoing improvement (installing the latest updatesand makingimprovementsto user productivity, reliability, efficacy, and security).

When providing Online Services, Microsoft will not use or otherwise process Customer Da ta or Personal Data for: (a) user profiling, (b)
advertising or similar commercial purposes, or (c) market research aimed at creating new functionalities, services, or produc tsor any other
purpose, unless such use or processingis in accordance with Customer’s documented instructions.
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Processing for Microsoft’s Legitimate Business Operations

For purposes of this DPA, “Microsoft’s legitimate business operations” consistof the following, each asincident to delivery ofthe Online Services
to Customer: (1) billingand account management; (2) compensation (e.g., calculating employee commissions and partner incentives); (3) internal
reportingand modeling (e.g., forecasting, revenue, capacity planning, product strategy); (4) combatting fraud, cybercrime, or cyber-attacks that
may affect Microsoft or Microsoft Products; (5) improving the core functionality of accessibility, privacy or energy -efficiency; and (6) financial
reportingand compliance with legal obligations (subject to the limitations on disclosure out lined below).

When processing for Microsoft’s legitimate business operations, Microsoft will not use or otherwise process Customer Data or PersonalDatafor:
(a) user profiling, or (b) advertising or similar commercial purposes. In addition, where Microsoft is processing this data for legitimate business
operations, Microsoft will process it only for the purposessetout in this section.

Disclosure of Processed Data

Microsoft will not disclose Processed Data except: (1) as Customer directs; (2) as described in this DPA; or (3) as required by law. For purposes of
this section, “Processed Data” means: (a) Customer Data; (b) Personal Data; and (c) any other data processed by Microsoft in connection with the
Online Service thatis Customer’s confidentialinformation under the volume license agreement. All processing of Processed Datais subjectto
Microsoft’s obligation of confidentiality under the volumelicense agreement.

Microsoft will not disclose Processed Datato law enforcement unless required by law. Iflaw enforcement contacts Microsoft with a demand for
Processed Data, Microsoft willattempt to redirect the law enforcementagency to request that data directly from Customer. If compelled to
disclose Processed Datato law enforcement, Microsoft will promptly notify Customer a nd provide a copy of the demand unless legally prohibited
from doingso.

Upon receipt of any other third-party request for Processed Data, Microsoft will promptly notify Customer unless prohibited by law. Microsoft will
reject the request unlessrequired by law to comply. Ifthe requestis valid, Microsoft will attempt to redirect the third party to request thedata
directly from Customer.

Microsoft will not provide any third party: (a) direct, indirect, blanket, or unfettered access to Processed Data; (b) platform encryption keys used to
secure Processed Dataor the ability to break such encryption; or (c) accessto Processed Data if Microsoft is awarethat thedatais to be used for
purposes other than thosestated in the third party’srequest.

In support of the above, Microsoft may provide Customer’s basiccontact information to the third party.
Processing of Personal Data; GDPR

All Personal Data processed by Microsoft in connection with the Online Services isobtained as either Customer Data, Diagnost ic Data, or Service
Generated Data. Personal Data provided to Microsoft by, or on behalf of, Customer through use ofthe Online Service isalso Customer Data.
Pseudonymized identifiers may be included in Diagnostic Data or Service Generated Data and are also Personal Data. Any Personal Data
pseudonymized, or de-identified but not anonymized, or Personal Data derived from Personal Data isalso Personal Data.

To the extent Microsoft is a processor or subprocessor of Personal Data subjectto the GDPR, the GDPR Terms in Attachment 3 govern that
processingand the partiesalso agree to the following terms in this sub-section (“Processing of Personal Data; GDPR”):

Processor and Controller Roles and Responsibilities

Customer and Microsoft agree that Customer isthe controller of Personal Data and Microsoft is the processor of such data, ex cept(a) when
Customer acts as a processor of Personal Data, in which case Microsoft is a subprocessor; or (b) as stated otherwise in the Online Service Specific
terms or this DPA. When Microsoft acts as the processor or subprocessor of Personal Data, it will process Personal Data only on doc umented
instructions from Customer. Customer agrees that itsvolume licensing agreement (including this DPAand the OST), along with the product
documentation and Customer’s use and configuration of features in the Online Services, are Customer’s complete and final docu mented
instructions to Microsoft for the processing of Personal Data. Information on use and configuration of the Online Services can be found at
https://docs.microsoft.com/en-us/ or a successorlocation. Any additional or alternate instructions must be agreed to according to the process
for amending Customer’s volumelicensing agreement. In any instance where the GDPR applies and Customer isa processor, Customer warrants
to Microsoft that Customer’s instructions, including appointment of Microsoft as a processor or subprocessor, have been autho rized by the
relevant controller.

To the extent Microsoft uses or otherwise processes Personal Data subject to the GDPR or other Data Protection Requirements in con nection
with Microsoft’s legitimate business operations, Microsoft will be an independent data controller for such use and will be responsible for
complying with all applicablelaws and controller obligations. Microsoft employs safeguards to protect Customer Data and Pers onal Datain
processing, including those identified in this DPAand those contemplated in Article 6(4) of the GDPR.
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Processing Details
The parties acknowledge and agree that:

e Subject Matter. The subject-matter of the processingislimited to Personal Data within the scope of the section of this DPA entitled “Nature
of Data Processing; Ownership” above and the GDPR.

. Duration of the Processing. The duration ofthe processingshall be in accordance with Customerinstructions and theterms ofthe DPA.

. Nature and Purpose of the Processing. The nature and purpose of the processing shall be to provide the Online Service pursuant to
Customer’s volume licensing agreement (as further described in the section of this DPA entitled “Nature of Data Processing; Ownership”
above).

. Categories of Data. The types of Personal Data processed by the Online Serviceinclude: (i) Personal DatathatCustomerelects to include in
Customer Data; and (ii) those expressly identified in Article 4 of the GDPR that may be contained in Diagnostic Data or Service Generated
Data. The types of Personal Datathat Customer elects to include in Customer Datamay be any categories of Personal Data identified in
records maintained by Customer acting as controller pursuantto Article 30 of the GDPR, including the categories of Personal Dataset forth
in Appendix 1 to Attachment 2 — The Standard Contractual Clauses (Processors) of the DPA.

. Data Subjects. The categories of data subjects are Customer’s representatives and end users, such as employees, contractors, collaborators,
and customers, and may include any other categories of data subjects asidentified in records maintained by Customer acting as controller
pursuant to Article 30 of the GDPR, including the categories of data subjectssetforth in Appendix 1 to Attachment 2 —The Standard
Contractual Clauses (Processors) of the DPA.

Data Subject Rights; Assistance with Requests

Microsoft will make availableto Customer,in a manner consistent with the functionality of the Online Service and Microsoft’ srole asa processor
of Personal Data of data subjects, the ability to fulfill data subject requeststo exercise their rights under the GDPR. If Microsoft receives a
request from Customer’s data subject to exercise one or more ofits rights under the GDPR in connection withan Online Service for which
Microsoft is a data processor or subprocessor, Microsoft will redirect the data subject to make itsrequest directly to Customer. Customer will be
responsible for responding to any such request including, where necessary, by using the functionality of the Online Service. Microsoft shall
comply with reasonablerequests by Customer to assist with Customer’s response to such a data subjectrequest.

Records of Processing Activities

To the extent the GDPR requires Microsoft to collect and maintainrecords of certain information relatingto Customer, Customerwill, where
requested, supply such information to Microsoft and keep it accurate and up-to-date. Microsoft may make any such information available to the
supervisory authority ifrequired by the GDPR.

Data Security
Security Practices and Policies

Microsoft will implement and maintain appropriate technical and organizational measures to protect Customer Dataand Personal Dataagainst
accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or accessto, personal data transmitted, stored or otherwise
processed. Those measures shall be set forth in a Microsoft Security Policy. Microsoft will make that policy available to Cus tomer, along with
descriptions of the security controls in place for the Online Service and otherinformation reasonably requested by Customer regarding Micros oft
security practices and policies.

In addition, those measures shall comply with the requirements set forth in ISO 27001, 1SO 27002, and ISO 27018. Each Core Online Service also
complies with the control standards and frameworks shown in the table in Attachment 1 to the OSTand implementsand maintains the security
measures set forth in Appendix A for the protection of Customer Data.

Microsoft may add industry or government standards atany time. Microsoft will not eliminate 1SO27001,1S0 27002, I1SO27018 or the standards
or frameworks in the table in Attachment 1 to the OST, unless itisno longer used in the industry anditis replaced with a successor(ifany).

Customer Responsibilities

Customer is solely responsible for making an independent determination asto whether the technical and organizational measures for an Online
Service meet Customer’s requirements, including any ofits security obligations under applicable Data Protection Requirements. Customer
acknowledges and agreesthat(takinginto account the state of the art, the costs ofimplementation, and the nature, scope, c ontextand purposes
of the processing ofits Personal Data aswellas the risks to individuals) the security practices and policiesimplemented and maintained by
Microsoft provide a level of security appropriate to the risk withrespect to its Personal Data.Customer isresponsible for implementingand
maintaining privacy protections and security measures for components that Customer provides or controls (such as devices enro lled with
Microsoft Intune or within a Microsoft Azure customer’s virtual machine or application).
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Auditing Compliance

Microsoft will conduct audits of the security of the computers, computing environment and physical data centersthatit usesin processing
Customer Data and Personal Data, as follows:

e Where a standard or framework provides for audits,an auditof such control standard or framework will be initiated atleast annually.

e Eachaudit will be performed according to the standardsand rules of the regulatory or accreditation body for each applicable control
standard or framework.

e Eachaudit will be performed by qualified, independent, third party security auditors at Microsoft’s selection and expense.

Each audit will resultin the generation of an audit report (“Microsoft Audit Report”), which Microsoft will make available a t
https://servicetrust.microsoft.com/ or another location identified by Microsoft. The Microsoft Audit Report will be Microsoft’s Confidential
Information and will clearly disclose any material findings by the auditor. Microsoft will promptly remediate issues raised in any Microsoft Audit
Report to the satisfaction of the auditor. If Customer requests, Microsoft will provide Customer with each Microsoft Audit Report. The Microsoft
Audit Report will be subject to non-disclosure and distribution limitations of Microsoft and the auditor.

To the extent Customer’s audit requirements under the Standard Contractual Clauses or Data Protection Requirements cannot reasonably be
satisfied through auditreports, documentation or compliance information Microsoft makes generally available to its customers, Microsoft will
promptly respond to Customer’s additional auditinstructions. Before the commencement of an audit, Customer and Microsoft wil | mutually
agree upon the scope, timing, duration, controland evidence requirements, and fees for the audit, provided that thisrequirement to agree will
not permit Microsoft to unreasonably delay performance of the audit. To the extent needed to perform the audit, Microsoft wil | makethe
processing systems, facilities and supporting documentation relevant to the processing of Customer Dataand Personal Data by Microsoft, its
Affiliates, and its Subprocessors available. Such an audit willbe conducted by an independent, accredited third -party audit firm, during regular
business hours, with reasonable advance notice to Microsoft, and subject to reasonable confidentiality procedures. Neither Customer nor the
auditor shall haveaccessto any datafrom Microsoft’s other customers or to Microsoft systems or facilities not involved in the Online Services.
Customer is responsible for all costsand feesrelated to suchaudit,includingallreasonable costs and fees for any and all time Microsoft expends
for any such audit, in addition to the rates for services performed by Microsoft. If the audit report generated as a resultof Customer’s audit
includes any finding of materialnon-compliance, Customershall share such audit report with Microsoft and Microsoft shall promptly cure any
material non-compliance.

If the Standard Contractual Clauses apply, then this section is in additionto Clause 5 paragraph fand Clause 12 paragraph 2 ofthe Standard
Contractual Clauses. Nothingin thissection of the DPAvaries or modifies the Standard Contractual Clauses or the GDPR Terms or affects any
supervisory authority’s or data subject’s rights under the Standard Contractual Clauses or Data Protection Requirements. Microsoft Corporation
is anintended third-party beneficiary of this section.

Security Incident Notification

If Microsoft becomes aware of a breach ofsecurity leading to the accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or
access to Customer Data or Personal Data while processed by Microsoft (each a “Security Incident”), Microsoft will promptly a nd without undue
delay (1) notify Customer of the Security Incident; (2) investigate the Security Incidentand provide Customer with detailedinformatio n about the
Security Incident; (3) take reasonable steps to mitigate the effects and to minimize any damage resulting from t he Security Incident.

Notification(s) of Security Incidents will be delivered to one or more of Customer’s administrators by any means Microsoft se lects, including via
email. Itis Customer’ssole responsibility to ensure Customer’sadministrators maintain accurate contactinformation on each applicable Online
Services portal. Customer is solely responsible for complying with its obligations under incident notification laws applicabl e to Customer and
fulfilling any third-party notification obligations related to any Security Incident.

Microsoft shall make reasonable efforts to assist Customer in fulfilling Customer’s obligation under GDPR Article 33 or other applicablelaw or
regulation to notify the relevant supervisory authority anddata subjects about suchSecurity Incident.

Microsoft’s notification of or responseto a Security Incidentunder this section is not an acknowledgementby Microsoft of a ny fault or liability with
respect to the Security Incident.

Customer must notify Microsoft promptly about any possible misuse of its accounts or authentication credentials or any security incident related to
an Online Service.

Data Transfers and Location
Data Transfers

Except as described elsewhere in the DPA, Customer Data and Personal Data that Microsoft processes on Customer’s behalf may b e transferred
to, and stored and processed in, the United States or any other country in which Microsoft or its Subprocessors operate. Customer appoints
Microsoft to perform any such transfer of Customer Data and Personal Datato any such country and to store andprocess Custom er Dataand
Personal Data to providethe Online Services.
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All transfers of Customer Data out of the European Union, European Economic Area, and Switzerland by the Core Online Services shall be
governed by the Standard Contractual Clausesin Attachment 3, unless the Customerhas opted out of those clauses.

Microsoft will abide by the requirements of European Economic Area and Swiss data protection law regarding the collection, use, transfer,
retention, and other processing of Personal Data from the European Economic Area and Switzerland. All transfers of Personal D ata to a third
countryoraninternationalorganization will be subject to appropriate safeguards asdescribed in Article 46 of the GDPR and s uch transfers and
safeguards will be documented accordingto Article 30(2) of the GDPR.

In addition, Microsoft is certified to the EU-U.S. and Swiss-U.S. Privacy Shield Frameworks and the commitments they entail. Microsoft agrees to
notify Customer ifit makes a determination that it canno longer meet its obligation to provide the samelevel of protection asis required by the
Privacy Shield principles.

Location of Customer Data at Rest

For the Core Online Services, Microsoft will store Customer Data at rest within certain major geographic areas (each,a Geo) as setforthin
Attachment 1 to the OST.

Microsoft does not control or limit the regions from which Customer or Customer’s end users may access or move Customer Data.
Data Retention and Deletion

At all times during the term of Customer’s subscription, Customer will have the ability to access, extract and delete Custome r Data stored in each
Online Service.

Except for free trials and LinkedIn services, Microsoft will retain Customer Data thatremains stored in Online Servicesin a limited function account
for 90 days after expiration or termination of Customer’s subscription so that Customer may extract the data. After the 90-day retention period
ends, Microsoft will disable Customer’saccount and delete the Customer Data and Personal Datawithinan additional 90 days, unless Microsoft is
permitted or required by applicable law, or authorized under this DPA, to retain such data.

The Online Service may not support retention or extraction of software provided by Customer. Microsoft has no liability for t he deletion of
Customer Data or Personal Dataas describedin this section.

Processor Confidentiality Commitment

Microsoft will ensure that its personnel engaged in the processing of Customer Dataand Personal Data (i) will process such dataonlyon
instructions from Customer or asdescribed in this DPA, and (i) will be obligated to maintain the confidentiality and security of such data even after
their engagement ends. Microsoft shall provide periodicand mandatory data privacy and security trainingand awareness to its employees with
access to Customer Data and Personal Data in accordance with applicable Data Protection Requirements andindustry standards.

Notice and Controls on use of Subprocessors

Microsoft may hire third parties to provide certain limited or ancillary services on its behalf. Customer consents to the engagement of these third
parties and Microsoft Affiliates as Subprocessors. The above authorizations will constitute Customer’s prior written consent to the subcontracting
by Microsoft of the processing of Customer Data and Personal Data if such consent isrequired under th e Standard Contractual Clauses or the GDPR
Terms.

Microsoft is responsible for its Subprocessors’ compliance with Microsoft’s obligations in this DPA. Microsoft makes availabl einformation about
Subprocessors on a Microsoft website. When engaging any Subprocessor, Microsoft will ensure via a written contract thatthe Subprocessor may
access and use Customer Data or Personal Data only to deliver the services Microsoft has retained them to provide and is proh ibited from using
Customer Data or Personal Data for any other purpose. Microsoft will ensure that Subprocessors are bound by written agreements that require
themto provide at least the level of data protection required of Microsoft by the DPA. Microsoft agrees to oversee the Subprocessorsto ensure
that these contractualobligationsare met.

From time to time, Microsoft may engage new Subprocessors. Microsoft will give Customer notice (by updating the websiteand p roviding
Customer with a mechanism to obtain notice of that update) of any new Subprocessor atleast 6 monthsin advance of providing that Subprocessor
with access to CustomerData. Additionally, Microsoft will give Customer notice (by updating the websiteand providing Custom er with a
mechanism to obtain notice of that update) of any new Subprocessor at least 14 daysin advance of providing that Subprocessor with access to
Personal Data other than that which iscontained in Customer Data.

If Customer does not approve of a new Subprocessor, then Customer may terminate any subscription for the affected Online Service without
penalty by providing, before the end of the relevant notice period, written notice of termination. Customer may also include an explanation of the
grounds for non-approval together with the termination notice, in order to permit Microsoft to re-evaluateany such new Subprocessor based on
the applicable concerns. If the affected Online Service is part of a suite (or similar single purchase of services), then any termination will apply to
the entire suite. After termination, Microsoft will remove paymentobligations for any subscriptions for the terminated Online Service from
subsequent invoices to Customer or its reseller.
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Educational Institutions

If Customeris an educational agency or institution to which regulations under the Family Educational Rightsand Privacy Act, 20 U.S.C. § 1232g
(FERPA), apply, Microsoft acknowledges thatfor the purposes of the DPA, Microsoftis a “school official” with “legitimate ed ucationalinterests” in
the Customer Data, asthose terms have been definedunder FERPAand its implementing regulations, and Microsoft agreesto abide by the
limitationsand requirements imposed by 34 CFR 99.33(a) on school officials.

Customer understands that Microsoft may possess limited or no contact information for Customer’sstudents and students’ parents.Consequently,
Customer will be responsible for obtaining any parental consent for any end user’s use of the Online Service thatmay be required by applicable law
and to convey notification on behalf of Microsoft to students (or, with respectto a studentunder 18 yearsofage and not in attendanceat a
postsecondary institution, to the student’s parent) of any judicial order or lawfully-issued subpoena requiring the disclosure of Customer Datain
Microsoft’s possession as may be required under applicable law.

CJIS Customer Agreement

Microsoft provides certain government cloud services (“CoveredServices”)in accordance with the FBI Criminal Justice Informa tion Services ("CJIS")
Security Policy (“CJIS Policy”). The CJIS Policy governs the use and transmission of criminaljustice information. All Microsoft CJIS Covered Services
shall be governed by the terms and conditionsin the CJIS Customer Agreement located here: http://aka.ms/CJISCustomerAgreement.

HIPAA Business Associate

If Customer is a “covered entity” or a “businessassociate” and includes "protected health information"in Customer Dataas t hose termsare
defined in 45 CFR § 160.103, execution of Customer’s volume licensing agreementincludes execution of the HIPAA Business Associate Agreement
(“BAA”), the full text of which identifies the Online Services to which it appliesand isavailableat http://aka.ms/BAA. Customer may opt out of the
BAA by sendingthe followinginformation to Microsoftin a written notice (under the terms of the Customer’s volume licensing agreement):

e the full legal name of the Customer and any Affiliate that is opting out; and
e if Customer has multiple volumelicensing agreements, the volume licensing agreement to which the opt out applies.

California Consumer Privacy Act (CCPA)

If Microsoft is processing Personal Data within the scope of the CCPA, Microsoft makes the following additional commitmentst o Customer.
Microsoft will process Customer Dataand Personal Data on behalf of Customer and, not retain, use, or disclose that data for any purpose other
than for the purposes set out in this DPA and as permitted under the CCPA, including under any “sale” exemption. In no event will Microsoft sell
anysuch data. These CCPAterms do not limit or reduce any data protection commitments Microsoft makesto Customerin the DPA, Online
Services Terms, or other agreement between Microsoft and Customer.

How to Contact Microsoft

If Customer believesthat Microsoft is not adhering to its privacy or security commitments, Customer may contact customer sup port or use
Microsoft’s Privacy web form, located at http://go.microsoft.com/?linkid=9846224. Microsoft’s mailingaddressis:

Microsoft Enterprise Service Privacy
Microsoft Corporation

One Microsoft Way

Redmond, Washington 98052 USA

Microsoft Ireland Operations Limited is Microsoft’s data protection representative for the European Economic Area and Switzerland. The privacy
representative of Microsoft Ireland Operations Limited can be reached at the following address:

Microsoft Ireland Operations, Ltd.
Attn: Data Protection

One Microsoft Place

South County Business Park
Leopardstown

Dublin 18, D18 P521, Ireland
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Appendix A —Security Measures

Microsoft has implemented and will maintain for Customer Data in the Core Online Services the following security measures, which in conjunction
with the security commitmentsin this DPA (including the GDPR Terms), are Microsoft’s only responsibility with respectto the security of that data.

Domain Practices

Security Ownership. Microsoft has appointed one or more security officers responsible for coordinating and monitoring
the security rules and procedures.

Security Roles and Responsibilities. Microsoft personnel with access to Customer Data are subject to confidentiality

Organization of Information Security | ©bligations.

Risk Management Program. Microsoft performed a risk assessment before processing the Customer Data or launching
the Online Services service.

Microsoft retains its security documents pursuant to its retention requirements after they are no longer in effect.

Asset Inventory. Microsoft maintains an inventory of all media on which Customer Data is stored. Access to the
inventories of such media is restricted to Microsoft personnel authorized in writing to have such access.

Asset Handling

- Microsoft classifies Customer Data to help identify it and to allow for access to it to be appropriately restricted.
Asset Management

- Microsoft imposes restrictions on printing Customer Data and has procedures for disposing of printed materials that
contain Customer Data.

- Microsoft personnel must obtain Microsoft authorization prior to storing Customer Data on portable devices, remotely
accessing Customer Data, or processing Customer Data outside Microsoft’s facilities.

Security Training. Microsoft informs its personnel about relevant security procedures and their respective roles. Microsoft
Human Resources Security also informs its personnel of possible consequences of breaching the security rules and procedures. Microsoft will only
use anonymous data in training.

Physical Access to Facilities. Microsoft limits access to facilities where information systems that process Customer Data
are located to identified authorized individuals.

Physical Access to Components. Microsoft maintains records of the incoming and outgoing media containing Customer
Data, including the kind of media, the authorized sender/recipients, date and time, the number of media and the types of
Physical and Environmental Security Customer Data they contain.

Protection from Disruptions. Microsoft uses a variety of industry standard systems to protect against loss of data due to
power supply failure or line interference.

Component Disposal. Microsoft uses industry standard processes to delete Customer Data when it is no longer needed.

Operational Policy. Microsoft maintains security documents describing its security measures and the relevant procedures
and responsibilities of its personnel who have access to Customer Data.

Data Recovery Procedures

- Onanongoing basis, but in no case less frequently than once a week (unless no Customer Data has been updated
during that period), Microsoft maintains multiple copies of Customer Data from which Customer Data can be
recovered.

Microsoft stores copies of Customer Data and data recovery procedures in a different place from where the primary

i i D i .
Communications and Operations computer equipment processing the Customer Data is located

Management

Microsoft has specific procedures in place governing access to copies of Customer Data.

- Microsoft reviews data recovery procedures at least every six months, except for data recovery procedures for Azure
Government Services, which are reviewed every twelve months.

Microsoft logs data restoration efforts, including the person responsible, the description of the restored data and
where applicable, the person responsible and which data (if any) had to be input manually in the data recovery process.

Malicious Software. Microsoft has anti-malware controls to help avoid malicious software gaining unauthorized access to
Customer Data, including malicious software originating from public networks.

Data Beyond Boundaries
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Domain Practices

- Microsoft encrypts, or enables Customer to encrypt, Customer Data that is transmitted over public networks.
- Microsoft restricts access to Customer Data in media leaving its facilities.

Event Logging. Microsoft logs, or enables Customer to log, access and use of information systems containing Customer
Data, registering the access ID, time, authorization granted or denied, and relevant activity.

Access Policy. Microsoft maintains a record of security privileges of individuals having access to Customer Data.
Access Authorization

- Microsoft maintains and updates a record of personnel authorized to access Microsoft systems that contain Customer
Data.

- Microsoft deactivates authentication credentials that have not been used for a period of time not to exceed six months.
- Microsoft identifies those personnel who may grant, alter or cancel authorized access to data and resources.

- Microsoft ensures that where more than one individual has access to systems containing Customer Data, the individuals
have separate identifiers/log-ins.

Least Privilege
- Technical support personnel are only permitted to have access to Customer Data when needed.

- Microsoft restricts access to Customer Data to only those individuals who require such access to perform their job
function.

Integrity and Confidentiality

- Microsoft instructs Microsoft personnel to disable administrative sessions when leaving premises Microsoft controls or
when computers are otherwise left unattended.

Access Control - Microsoft stores passwords in a way that makes them unintelligible while they are in force.
Authentication

- Microsoft uses industry standard practices to identify and authenticate users who attempt to access information
systems.

Where authentication mechanisms are based on passwords, Microsoft requires that the passwords are renewed
regularly.

Where authentication mechanisms are based on passwords, Microsoft requires the password to be at least eight
characters long.

- Microsoft ensures that de-activated or expired identifiers are not granted to other individuals.

Microsoft monitors, or enables Customer to monitor, repeated attempts to gain access to the information system using
aninvalid password.

- Microsoft maintains industry standard procedures to deactivate passwords that have been corrupted or inadvertently
disclosed.

Microsoft uses industry standard password protection practices, including practices designed to maintain the
confidentiality and integrity of passwords when they are assigned and distributed, and during storage.

Network Design. Microsoft has controls to avoid individuals assuming access rights they have not been assigned to gain
access to Customer Data they are not authorized to access.

Incident Response Process

- Microsoft maintains a record of security breaches with a description of the breach, the time period, the consequences
of the breach, the name of the reporter, and to whom the breach was reported, and the procedure for recovering data.

For each security breach that is a Security Incident, notification by Microsoft (as described in the “Security Incident

Information Security Incident N X : . . o
Notification” section above) will be made without undue delay and, in any event, within 72 hours.

Management

Microsoft tracks, or enables Customer to track, disclosures of Customer Data, including what data has been disclosed,
to whom, and at what time.

Service Monitoring. Microsoft security personnel verify logs at least every six months to propose remediation efforts if
necessary.
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Domain Practices

- Microsoft maintains emergency and contingency plans for the facilities in which Microsoft information systems that

process Customer Data are located.
Business Continuity Management
- Microsoft’s redundant storage and its procedures for recovering data are designed to attempt to reconstruct Customer

Data in its original or last-replicated state from before the time it was lost or destroyed.
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Attachment 1 — Notices

Professional Services

Professional Services are provided subject to the “ProfessionalServices Terms” below. If, however, ProfessionalServices are provided pursuant to a
separate agreement, then the termsofthat separate agreement will apply to those Professional Services.

The ProfessionalServicesto which this Notice applies are not Online Services, and the rest of the Online Services Terms and DPAdo not apply
unless expressly madeapplicable by the Professional Services Terms below.

Processing of Professional Services Data; Ownership

Microsoft will use and otherwise process Professional Services Data only (a) to provide Customer the Professional Servicesin accordance with the
Customer’s documented instructions, and (b) for Microsoft’s legitimate business operations, each as detailed and limited below. As between the
parties, Customerretains all right, titleand interest in and to Professional Services Data. Microsoft acquires no rights in ProfessionalServices Data,
other than the rights Customer grants to Microsoft to provide the ProfessionalServicesto Customer. This paragraph does not affect Microsoft’s
rights in software or services Microsoft licenses to Customer.

Processing to Provide Customer the Professional Services
For purposes of this DPA, “to provide” Professional Services consists of:

. Delivering the Professional Services, including providing technical support, professional planning, advice, guidance, data mi gration,
deployment, and solution/software development services;

. Troubleshooting (preventing, detecting, investigating, mitigating, and repairing problems, including Security Incidents); and

e  Ongoing improvement (maintaining the Professional Services, includinginstallingthe latest updates, and making improvements to the
reliability, efficacy, quality, and security).

When providing Professional Services, Microsoft will not use or otherwise process Professional Services Data for: (a) user profiling,
(b) advertising or similar commercial purposes, or (c) market research aimed at creating new functionalities, services, or products or any other
purpose, unless such use or processingis in accordance with Customer’s documented instructions.

Processing for Microsoft’s Legitimate Business Operations

For purposes of this DPA, “Microsoft’s legitimate business operations” consist of: (1) billing and account management; (2) co mpensation (e.g.,
calculating employee commissions); (3) internal reportingand modeling (e.g., forecasting, revenue, capacity planning, product strategy);

(4) combatting fraud, cybercrime, or cyber-attacks thatmay affect Microsoft or Microsoft Products; (5) improving the core functionality of
accessibility, privacy or energy-efficiency; and (6) financial reporting or compliance with legal obligations (subjectto the limitations on disclosure
outlined below), each incident to the delivery of the Professional Services to Customer.

When processing for Microsoft’s legitimate business operations, Microsoft will not use or otherwise process Professional Services Data for:
(a) user profiling, or (b) advertising or similar commercial purposes.

Disclosure of Professional Services Data

The “Disclosure of Processed Data” provision of the Data Protection Terms section of the OST applies to Customer’s Professional Services
engagement with respect to Professional Services Data.

Processing of Personal Data; GDPR

Personal Data provided to Microsoft by, or on behalf of, Customer through an engagementwith Microsoft to obtain Professional Servicesis also
Professional Services Data.

To the extent Microsoft is a processor or subprocessor of Personal Datasubjectto the GDPR, the GDPR Terms in Attachment 3 govern that
processingand the partiesalso agree to the following terms in this sub-section (“Processing of Personal Data; GDPR”):

Processor and Controller Roles and Responsibilities

Customer and Microsoft agree that Customer isthe controller of Personal Data includedin Professional Services Data a nd Microsoft is the
processor, except (a) when Customeractsas a processor of Personal Data, in which case Microsoft is a subprocessor; or (b) a s stated otherwise in
these Professional Services Terms. When Microsoft acts asthe processor or subprocessor of Personal Data, it will process Personal Data only on
documented instructions from Customer.Customeragreesthat its volumelicensingagreement (including this DPAand the OST), along with any
statement of servicesagreed between the parties, are Customer's completeand final documented instructions to Microsoft for the processing of
Personal Data contained within Professional Services Data. Any additional or alternate instructions must be agreed to accordi ngto the process
for amending Customer’s volume licensing agreement or statements of services. In any instance where the GDPR appliesand Customerisa
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processor, Customer warrants to Microsoft that Customer’s instructions, including appointment of Microsoft as a processoror subprocessor,
have been authorized by the relevant controller.

To the extent Microsoft uses or otherwise processes Professional Services Data subject to the GDPR or other Data Protection R equirements in
connection with Microsoft’s legitimate business operations, Microsoft willbe an independentdata controller for such use and will be responsible
for complying with all applicable laws and controller obligations. Microsoft employs safeguards to protect Professional Servi ce Datain
processing, including those identified in thisDPAand those contemplated in Article 6(4) of the GDPR.

Processing Details
The parties acknowledge and agree that:

e  Subject Matter. The subject-matter of the processingislimited to Personal Data within the scope of the section of these Professional
Services Terms entitled “Processing of Professional Services Data; Ownership” above and the GDPR.

e  Duration of the Processing. The duration of the processingshall be in accordance with Customerinstructions and these Professional
Services Terms.

e Nature and Purpose of the Processing. The nature and purpose of the processing shall be to provide Professional Services pursuant to
Customer’s volume licensing agreement and any statement of services (as further described in the section of these Professional Services
Terms entitled “Processing of Professional Services Data; Ownership” above).

e  Categories of Data. The types of Personal Data processed in connection withthe provision of Professional Servicesinclude (i) Personal Data
that Customer electsto includein Professional Services Data; and (ii) those expressly identified in Article 4 of the GDPR. The types of
Personal Data that Customer electstoincludein Professional Services Data may be any categories of Personal Dataidentified in records
maintained by Customer acting as controller pursuantto Article 30 of the GDPR, including the categories of Personal Dataset forthin
Appendix 1 to Attachment 2 — The Standard Contractual Clauses (Processors) of the DPA.

e Data Subjects. The categories of data subjects are Customer’s representatives and end users, such as employees, contractors,
collaborators, and customers, and may include any other categories of data subjects asidentified in records maintained by Cu stomer acting
as controller pursuant to Article 30 of the GDPR, including the categories of data subjects set forth in Appendix 1 to Attachment 2 —The
Standard Contractual Clauses (Processors) of the DPA).

Data Subject Rights; Assistance with Requests

For ProfessionalServices DatathatCustomer storesin an Online Service, Microsoft will abide by the obligationssetforthinthe “Data Subject
Rights; Assistance with Requests” provision of the Data Protection Terms section of the DPA. For other Professional Services Data, Microsoft will
delete or return all copies of ProfessionalServices Data in accordance with the “Data Deletion or Return” section below.

Records of Processing Activities

To the extent the GDPR requires Microsoft to collect and maintainrecords of certain information relating to Customer, Customerwill, where
requested, supply such information to Microsoft and keep it accurate and up-to-date. Microsoft may make any such information available to the
supervisory authority ifrequired by the GDPR.

Data Security
Security Practices and Policies

Microsoft will implement and maintain appropriate technical and organizational measures to protect Professional Services Data against
accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or accessto, personal data transmitted, stored or otherwise
processed Those measuresshallbe set forth in a Microsoft Security Policy. Microsoft will make that policy available to Cust omer,along with
otherinformation reasonably requested by Customerregarding Microsoft security practicesand policies.

Customer Responsibilities

The “Customer Responsibilities” provision of the Data Protection Terms section of the DPAapplies to Customer’s Professional Services
engagement with respect to Professional Services Data. In addition, with respect to Customer’s Professional Services engagement, Customer
agrees not to provide any ProfessionalServices Data, other than Support Data, to Microsoft which would be subjectto regulations under the
Family Educational Rights and Privacy Act, 20 U.S.C. § 1232g (FERPA) or the Health Insurance Portability and Accountability Act of 1996 (Pub. L.
104-191) (HIPAA).

Security Incident Notification

The “Security Incident Notification” provision of the Data Protection Terms sectionofthe DPAapplies to Customer’s Professional Services
engagement with respect to Professional Services Data.
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Data Transfers

With respect to Professional Services Data, Microsoft makes the commitments applicable to PersonalDatain the “Data Transfers” provisionofthe
Data Protection Terms sectionofthe DPA.

Data Deletion or Return

Microsoft will delete orreturn allcopies of Professional Services Data after the business purposes for which the Profession al Services Data was
collected or transferred have been fulfilled or earlier upon Customer’s request, unless Microsoft is permitted or required by applicablelaw, or
authorized under this DPA, to retain suchdata.

Processor Confidentiality Commitment

Microsoft will ensure that its personnel engaged in the processing of Professional Services Data (i) will processsuchdataonly oninstructionsfrom
Customer or as described in these Professional Services Terms, and (ii) will be obligated to maintain the confiden tiality andsecurity of such data
even after their engagement ends. Microsoft shall provide periodic and mandatory data privacy and security training and aware ness to its
employees with access to Professional Services Data in accordance withapplicable Data Protection Requirementsand industry standards.

Notice and Controls on use of Subprocessors

Microsoft may hire third parties to provide certain limited or ancillary services on its behalf. Customer consents to the engagement of these third
parties and Microsoft Affiliates as Subprocessors. The above authorizations will constitute Customer’s prior written consent to the subcont racting
by Microsoft of the processing of Professional Services Data if such consent isrequired under the Standard Contractual Clauses or the GDPR Terms.

Microsoft is responsible for its Subprocessors of Professional Services Data compliance with Microsoft’s obligations in Attachment 1 ofthe DPA.
Microsoft will ensure via a written contract thatthe Subprocessormay accessand use Professional Services Data only to deliver the services
Microsoft has retained them to provideand is prohibited from using Professional Services Data for any other purpose. Microso ft willensure that
Subprocessors are bound by writtenagreementsthat require them to provide at leastthe level of data protection required of Microsoft by these
Professional Services Terms. Microsoft agreesto oversee the Subrpocessorsto ensure that these contractual obligationsare met.

With respect to Professional Services Data other than Support Data, a list of Microsoft’s Subprocessors is available upon request. | fsuch list is
requested, at least 30 days before authorizing any new Subprocessor to access Personal Data, Microsoft willupdatethe list and provide Customer
with a mechanism to obtain notice of that update.

If Customer does not approve of a new Subprocessor, then Customer may terminate the affected Professional Services engagement by providing,
before the end of the notice period, written notice of termination. Customer may also include an explanation of the grounds for non-approval
together with the termination notice, in order to permit Microsoft to re-evaluate any such new Subprocessorbased on the applicable concerns.

With respect to Support Data, Microsoft’s use of Subprocessorsin connection with the provision of technical support for Online Service sis
governed by the same restrictions and procedures that govern its use of Subprocessors in connectionwith the Online Services set forth in the
“Notice and Controls on use of Subprocessors” provision in the DPA.

Additional Terms for Support Data
Security of Support Data

Microsoft will implement and maintain appropriate technical and organizational measures to protect Support Data. Those measures shall comply
with the requirements set forth in ISO 27001, 1SO 27002, and 1ISO 27018

Educational Institutions

Microsoft’s acknowledgements and agreements and Customer’s responsibilities to obtain parental consent and convey notificatio n set outin the
“Educational Institutions” provision in the Data Protection Terms section of the DPAalso apply with respect to Support Data.

California Consumer Privacy Act (CCPA)

If Microsoftis processing Personal Data within the scope ofthe CCPA, Microsoft makes the following additional commitments to Customer.
Microsoft will process Professional Services Data and Personal Data on behalf of Customer and, not retain, use, or disclose that data for any
purpose other than for the purposes setoutin this DPAand as permitted under the CCPA, including under any “sale” exemption. In no event will
Microsoft sell any such data.These CCPAterms do not limit or reduce any data protection commitments Microsoft makes to Customer in the DPA,
Online Services Terms, or other agreement between Microsoft and Customer.
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Attachment 2 — The Standard Contractual Clauses (Processors)

Execution of the volume licensing agreement by Customer includes execution of this Attachment 2, which is countersigned by Mi crosoft
Corporation. To opt out of the “Standard Contractual Clauses”, Customer must send the followinginformationto Microsoftin a written notice
(under terms of the Customer’s volume licensing agreement):

e thefull legal name ofthe Customer and any Affiliate that is opting out;
o if Customer has multiple volumelicensing agreements, the volume licensing agreement to which the Opt Out applies; and
. a statement thatCustomer (or Affiliate) opts out of the Standard Contractual Clauses.

In countries where regulatory approvalis required for use of the Standard Contractual Clauses, the Standard Contractual Clau ses cannot be relied
upon under European Commission 2010/87/EU (of February 2010) to legitimize export of data from the country, unless Customer h asthe required
regulatory approval.

Beginning May 25, 2018 and thereafter, referencesto various Articles from the Directive 95/46/EC in the Standard Contractual Clauses below will
be treated as references to the relevant and appropriate Articlesin the GDPR.

For the purposes of Article 26(2) of Directive 95/46/EC for the transfer of personaldatato processors established in third countries which do not
ensure an adequatelevelof data protection, Customer (as data exporter) and Microsoft Corporation (as dataimporter, whose s ignature appears
below), each a “party,” together “the parties,” have agreed on the following Contractua | Clauses (the “Clauses” or “Standard Contractual Clauses”)
inorder to adduce adequate safeguards with respect to the protection of privacy and fundamentalrights and freedoms of individuals for the
transfer by the data exporter to the data importer of the personal data specified in Appendix 1.

Clause 1: Definitions

(a)'personal data', 'special categories of data', 'process/processing', 'controller', 'processor’, 'data subject'and 'supervisory authority' shall have
the same meaningas in Directive 95/46 /EC of the European Parliamentand of the Council of 24 October 1995 on the protection of individuals with
regard to the processing of personaldataand on the free movement of such data;

(b) 'the data exporter' meansthe controller who transfersthe personaldata;

(c) 'the data importer' means the processorwho agrees to receive from the data exporter personaldataintended for processin gon his behalf after
the transferin accordance with hisinstructions andthe terms ofthe Clausesand who is not subject to a third country's system ensuring adequate
protection within the meaning of Article 25(1) of Directive 95/46/EC;

(d) 'the subprocessor' means any processor engaged by the dataimporter or by any other subprocessor of the data importer who agreesto receive
from the data importer or from any other subprocessor of the dataimporter personal data exclusively intended for processing activities to be
carried out on behalfofthe data exporter afterthe transfer in accordance with hisinstructions, thete rms ofthe Clausesand the terms of the
written subcontract;

(e) 'the applicable data protection law' meansthe legislation protecting the fundamentalrights and freedoms of individuals and, in particular, their
right to privacy with respect to the processing of personal data applicable to a data controller in the Member State in which the data exporteris
established;

(f) 'technical and organisational security measures' meansthose measuresaimed at protecting personaldataagainst accidental or unlawful
destruction or accidental loss, alteration, unauthorised disclosure or access, in particular wherethe processinginvolvesth e transmission of data
over a network, and against all other unlawful forms of processing.

Clause 2: Details of the transfer

The details of the transfer and in particular the special categories of personal data where applicable are specified in Appendix 1 below which forms
anintegral part ofthe Clauses.

Clause 3: Third-party beneficiary clause

1. The data subject can enforce against the data exporter this Clause, Clause 4(b) to (i), Clause 5(a)to (e), and (g) to (j), Clause 6(1)and (2), Clause 7,
Clause 8(2), and Clauses9 to 12 as third-party beneficiary.

2. The data subject can enforce against the dataimporter this Clause, Clause 5(a)to (e)and (g), Clause 6, Clause 7, Clause 8(2), and Clauses9to 12,
in cases where the data exporter hasfactually disappeared or has ceased to exist in law unless any successor entity has assu med the entire legal
obligations of the data exporter by contractor by operation of law, as a result of which it takes on the rights and obligations of the data exporter, in
which case the data subjectcan enforce them against such entity.

3. The data subject can enforce against the subprocessor this Clause, Clause 5(a)to (e) and (g), Clause 6, Clause 7, Clause 8(2), and Clauses 9to 12,
in cases where both the data exporter and the data importer have factually disappeared or ceased to exist in law or have beco meinsolvent, unless
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any successor entity has assumed the entire legal obligations of the data exporter by contractor by operation oflaw as aresult of which it takes on
the rights and obligations of the data exporter, in which case the data subject can enforce them against such entity. Such third-party liability of the
subprocessor shallbe limited to its own processing operations under the Clauses.

4.The parties do not object to a datasubject being represented by an association or other body ifthe data subject soexpre ssly wishes and if
permitted by national law.

Clause 4: Obligations of the data exporter
The data exporter agrees and warrants:

(a) that the processing, including the transfer itself, of the personaldatahas been and will continueto be carried out in accordance with the
relevant provisionsofthe applicable data protection law (and, where applicable, has beennotified to the rele vant authorities of the Member State
where the data exporterisestablished) and does not violate the relevantprovisions of that State;

(b) thatit has instructed and throughout the duration of the personal data processing services will instruct the data importerto processthe
personal data transferred only on the data exporter's behalfand in accordance with the applicable data protection law and th e Clauses;

(c) that the data importer will provide sufficient guaranteesin respect of the technicaland organisational security measures specified in Appendix 2
below;

(d) that after assessment of the requirements of the applicable data protection law, the security measures are appropriate to protect personaldata
against accidental or unlawful destruction or accidentalloss, alteration, unauthorised disclosure or access, in particular where the processing
involves the transmission of data over a network, and againstall other unlawful forms of processing, and that these measures ensure a level of
security appropriate to the risks presented by the processingand the nature of the data to be protected havingregard to the state of the art and
the cost of theirimplementation;

(e) that it will ensure compliance with the security measures;

(f) that, if the transfer involves special categories of data, the data subject has been informed or willbe informed before, or as soonas possi ble
after, the transfer thatitsdatacould be transmitted to a third country not providing adequate protection within the meanin g of Directive
95/46/EC;

(g) to forward any notification received from the data importer or any subprocessor pursuantto Clause 5(b)and Clause 8(3)t o the data protection
supervisory authority ifthe data exporter decidesto continue the transfer or to lift the suspension;

(h) to make available to the data subjects upon request a copy of the Clauses, with the exception of Appendix 2, and a summary description of the
security measures, aswellas a copy ofany contractfor subprocessing services which has to be madein accordance with the Clauses, unless the
Clauses or the contract contain commercial information, in which caseit may remove such commercialinformation;

(i) that, in the event of subprocessing, the processing activity is carried out in accord ance with Clause 11 by a subprocessor providing at least the
same level of protection for the personal data andthe rights of data subject as the dataimporter under the Clauses; and

(j) that it will ensure compliance with Clause 4(a)to (i).
Clause 5: Obligations of the data importer
The data importer agreesand warrants:

(a) to process the personaldataonly on behalf of the data exporter and in compliance with itsinstructionsand the Clauses; ifit cannotprovide
such compliance for whatever reasons, itagreesto inform promptly the data exporter of its inability to comply, in which case the data exporteris
entitled to suspend the transfer of data and/or terminate the contract;

(b) thatit has noreason to believe thatthe legislationapplicable to it preventsit from fulfilling the instructions received from the data exporter and
its obligations under the contract and that in the eventofa change in this legislation which islikely to have a substantial adverse effect on the
warranties and obligations provided by the Clauses, it willpromptly notify the change to the dataexporter as soonas itisaware, in which case the
data exporter is entitled to suspend the transfer of data and/or terminate the contract;

(c) thatit has implemented the technical andorganisational security measures specified in Appendix2 before processing the personal data
transferred;

(d) that it will promptly notify the data exporter about:

(i) any legally binding requestfor disclosure of the personal data by a law enforcement authority unless otherwise prohibited,such asa
prohibition under criminal law to preserve the confidentiality of a law enforcement investigation,

(ii) any accidental or unauthorised access, and
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(iii) any request received directly from the data subjects without responding to that request, unlessit hasbeen otherwise authorised to do so;

(e) to deal promptly and properly with allinquiries from the data exporter relating to its processing of the personaldatas ubject to the transfer and
to abide by the advice of the supervisory authority with regard to the processing of the data transferred;

(f) at the request of the data exporter to submit its data processing facilities for audit of the processing activities cover ed by the Clauses which shall
be carried out by the data exporter or aninspection body composed ofindependentmembersand in possession of the required pr ofessional
qualifications bound by a duty of confidentiality, selected by the data exporter, where applicable, in agreement with th e supervisory authority;

(g) to make available to the datasubject upon request a copy of the Clauses, or any existing contract for subprocessing, unl ess the Clauses or
contract contain commercial information, in which case it may remove such commercialinformation, with the exception of Appendix 2 which shall
be replaced by a summary description of the security measuresin those cases wherethe datasubject isunable to obtain a copy from the data
exporter;

(h) that, in the event of subprocessing, it has previously informed the data exporter and obtained its prior written consent;
(i) that the processing services by the subprocessor will be carried out in accordance with Clause 11; and
(j) to send promptly a copy of any subprocessor agreement it concludes under the Clauses to the data exporter.

Clause 6: Liability

1. The parties agree that any data subjectwho has suffered damage asa result of any breach of the obligationsreferred toin Clause 3 orin Clause
11 by any party or subprocessor is entitled to receive compensation from the data exporterfor the damage suffered.

2.If a data subjectisnot able to bring a claim for compensation in accordance with paragraph 1 against the data exporter, arising out ofa breach
by the data importer or his subprocessor of any of their obligationsreferred toin Clause 3 orin Clause 11, becausethe data exporter has factually
disappeared or ceased to exist in law or has become insolvent, the data importer agrees that the data subjectmayissue a claim against the data
importer as ifit were the data exporter, unlessany successor entity hasassumed the entire legal obligations of the data ex porter by contract of by
operation oflaw, in which case the data subject can enforceits rightsagainstsuch entity.

The data importer may not rely on a breach by a subprocessorofits obligationsin order to avoid its own liabilities.

3.If a data subjectisnot able to bring a claim against the data exporter or the dataimporter referred toin paragraphs1 and 2, arising out of a
breach by the subprocessor of any of their obligationsreferred toin Clause 3 orin Clause 11because both thedataexporter and the dataimporter
have factually disappearedor ceased to exist in law or have become insolvent, the subprocessor agreesthat thedatasubject mayissuea claim
against the data subprocessor with regard to its own processing operations under the Clauses asifit were the data exporter or the data importer,
unless any successor entity has assumed the entire legal obligations of the data exporter or data importer by contract or by operation of law, in
which case the data subjectcan enforce its rights against such entity. The liability of the subprocessor shall be limited to itsown processing
operations under the Clauses.

Clause 7: Mediation and jurisdiction

1. The data importer agreesthatifthe data subjectinvokesagainst it third-party beneficiary rights and/or claims compensation for damages under
the Clauses, the data importer willaccept the decision of the data subject:

(a) to refer the dispute to mediation, by an independent person or, where applicable, by the supervisory authority;
(b) to refer the dispute to the courts in the Member State in which the data exporteris established.

2. The parties agree that the choice made by the data subject will not prejudice its substantive or proceduralrights to seek remediesin accordance
with other provisions of national or internationallaw.

Clause 8: Cooperation with supervisory authorities

1. The data exporter agrees to deposit a copy of this contract with the supervisory authority ifit so requests or if such deposit is required under the
applicable data protection law.

2.The parties agree that the supervisory authority hasthe right to conduct an audit of the dataimporter,and of any subprocessor, which hasthe
same scope and is subjectto the same conditions aswould apply to an auditof the data exporter under the applicable data pr otection law.

3. The data importer shall promptly inform the data exporterabout the existence of legislationapplicable to it or any subprocessor preventing the
conduct ofan audit of the data importer, or any subprocessor, pursuant to paragraph 2. In such a case the data exporter shal | be entitled to take
the measures foreseenin Clause5 (b).

Clause 9: Governing Law.

The Clauses shallbe governed by the law of the Member State in which the data exporter is established.
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Clause 10: Variation of the contract

The parties undertake not to vary or modify the Clauses. Thisdoes not preclude the parties from adding clauses on business related issues where
required as longas they do not contradict the Clause.

Clause 11: Subprocessing

1. The data importer shall not subcontract any of its processing operations performed on behalf of the data exporter under the Clauses without the
prior written consent of the data exporter. Where the dataimportersubcontracts its obligations under the Clauses, with the consent of the data
exporter, it shall do so only by way of a written agreement with the subprocessor which imposesthe same obligations on the subprocessor asare
imposed on the data importer underthe Clauses. Where the subprocessor fails to fulfil its data protection obligations under such written
agreement the data importer shallremain fully liable to the data exporter for the performance of the subprocessor's obligations under such
agreement.

2. The prior written contract between the data importer andthe subprocessor shallalso provide for a third -party beneficiary clause aslaid down in
Clause 3 for cases where thedatasubjectis not able to bring the claim for compensation referred to in paragraph 1 of Claus e 6 against thedata
exporter or the data importer because they have factually disappeared or have ceased to exist in law or have become insolvent and no successor
entity has assumed the entire legal obligations of the data exporteror data importer by contractor by operation of law. Suc h third-party liability of
the subprocessor shallbe limited to its own processing operations under the Clauses.

3. The provisions relating to data protection aspects for subprocessing of the contractreferred toin paragraph 1 shallbe governed by the law of
the Member State in which the data exporteris established.

4.The data exporter shall keep a list of subprocessing agreements concluded under the Clauses and notified by the dataimpor ter pursuant to
Clause 5 (j), which shall be updated at least once a year. The list shall be available to the data exporter's data protection supervisory authority.

Clause 12: Obligation after the termination of personal data processing services

1. The parties agree that on the termination of the provision of data processing services, the dataimporter and the subproce ssorshall, atthe
choice of the data exporter, return all the personal data transferred and the copiesthereofto the data exporter or shall de stroy allthe personal
data and certify to the data exporter thatit has doneso, unlesslegislation imposed upon the data importer preventsit from returning or destroying
all or part of the personal datatransferred. In that case, the data importer warrants thatit will guarantee the confidentiality of the personal data
transferred and will not actively process the personal data transferred anymore.

2.The data importer and the subprocessor warrant that upon requestofthe data exporter and/or of the supervisory authority, it willsubmit its
data processing facilities for an audit of the measuresreferred toin paragraph1.

Appendix 1 to the Standard Contractual Clauses
Data exporter: Customer is the data exporter.The data exporter is a user of Online Services as defined in the DPAand OST.
Data importer: The data importer is MICROSOFT CORPORATION, a global producer of software and services.

Data subjects: Data subjects include the data exporter’s representatives andend-usersincluding employees, contractors, collaborators, and
customers of the data exporter. Data subjects may also include individuals attempting to communicate or transfer personal information to users of
the services provided by dataimporter. Microsoft acknowledges that, depending on Customer’s use of the Online Service, Customer may elect to
include personaldatafrom any of the following types of data subjectsin the Customer Data:

e  Employees, contractorsand temporary workers (current, former, prospective) of data exporter;
e Dependents ofthe above;

e Data exporter's collaborators/contact persons (natural persons) or employees, contractors or temporary workers o flegal entity
collaborators/contact persons (current, prospective, former);

e Users (e.g., customers, clients, patients, visitors, etc.) and other data subjects that are users of data exporter's services;

e  Partners, stakeholders or individuals who actively collaborate,communicate or otherwiseinteractwith employees of the data exporter
and/or use communication toolssuchas appsand websites provided by the data exporter;

e  Stakeholders orindividuals who passively interactwith data exporter (e.g., because they are the subjectof an investigation, research or
mentioned in documents or correspondence from or to the data exporter);

° Minors; or

e  Professionalswith professional privilege (e.g., doctors, lawyers, notaries, religious workers, etc.).
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Categories of data: The personal data transferred thatisincluded in e-mail, documentsand other data in an electronic form in the context of the
Online Services. Microsoft acknowledges that, depending on Customer’suse of the Online Service, Customer may elect to includ e personal data
from any of the following categories in the CustomerData:

Basic personaldata (for example place of birth, street nameand house number (address), postal code, city of residence, coun try of
residence, mobile phone number, first name, last name, initials, emailaddress, gender, date of birth), including basic personaldata about
family members and children;

Authentication data (for example user name, password or PIN code, security question, audit trail);
Contact information (for example addresses, email, phone numbers, social mediaidentifiers; emergency contactdetails);

Unique identification numbers and signatures (for example Social Security number, bank accountnumber, passport and ID card n umber,
driver's license number and vehicle registration data, IP addresses, employee number, student number, patient number, signature,
unique identifier in tracking cookies or similar technology);

Pseudonymous identifiers;

Financial and insurance information (for example insurance number, bank account nameand number, credit card name andnumber,
invoice number, income, type of assurance, payment behavior, creditworthiness);

Commercial Information (for example history of purchases, special offers, subscription information, paymenthistory);
Biometric Information (for example DNA, fingerprints and iris scans);

Location data (for example, Cell ID, geo-location network data, location by start call/end of the call. Location data derived from use of wifi
access points);

Photos, video and audio;
Internet activity (for example browsing history, search history, reading, television viewing, radio listening activities);
Device identification (for example IMEI-number, SIM card number, MAC address);

Profiling (for example based on observed criminal or anti-social behavior or pseudonymous profiles based on visited URLs, click streams,
browsinglogs, IP-addresses, domains, appsinstalled, or profiles based on marketing preferences);

HR and recruitment data (for example declaration of employment status, recruitment information (such as curriculum vitae, employment
history, education history details), job and position data, including worked hours, assessments and salary, work permit details,
availability, terms of employment, tax details, payment details, insurance detailsand location and organizations);

Education data (for example education history, current education, gradesand results, highest degree achieved, leamingdisab ility);

Citizenship and residency information (for example citizenship, naturalization status, marital status, nationality, immigration status,
passport data, details of residency or work permit);

Information processed for the performance of a task carried out in the publicinterest or in the exercise of an official auth ority;

Special categories of data (for exampleracial or ethnic origin, political opinions, religious or philosophical beliefs, trade union
membership, genetic data, biometric datafor the purpose of uniquely identifying a natural person,data concerning health, da ta
concerninga natural person’ssex life or sexual orientation, or data relating to criminal convictions or offences); or

Any other personal dataidentified in Article 4 of the GDPR.

Processing operations: The personal datatransferred will be subject to the following basic processing activities:

a. Duration and Object of Data Processing. The duration of data processing shall be for the term designated under the applicable volume
licensing agreement between data exporter and the Microsoft entity to which these Standard Contractual Clausesare annexed
(“Microsoft”). The objective ofthe data processingis the performance of Online Services.

b. Scope and Purpose of Data Processing. The scope and purpose of processing personal dataisdescribed in the “ProcessingofPersonal
Data; GDPR” section of the DPA. The data importer operatesa global network of data centers andmanagement/support facilities, and
processing may take place in anyjurisdiction where dataimporter orits sub-processors operate such facilities in accordance with the
“Security Practicesand Policies” section of the DPA.

c. Customer Data Access. For the term designated under the applicablevolume licensing agreement data importer will at its electionand as
necessary under applicable law implementing Article 12(b) of the EU Data Protection Directive, either: (1) provide data exporter with the
ability to correct, delete, or block Customer Data, or (2) make such corrections, deletions, or blockages on its behalf.
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d. Data Exporter’s Instructions. For Online Services, dataimporterwill only actupon data exporter’s instructions as conveyed by Microsoft.

e. Customer Data Deletion or Return. Upon expiration or termination of data exporter’s use of Online Services, it may extract Customer
Data and data importer will delete Customer Data, each in accordance with the OSTand DPAapplicableto the agreement.

Subcontractors: In accordance with the DPA, the dataimporter may hire othercompaniesto provide limited services on dataimporter’s behalf,
such as providing customer support. Any such subcontractors will be permitted to obtain Customer Data only to deliver the services the data
importer has retained them to provide,and they are prohibited from using Customer Data for any other purpose.

Appendix 2 to the Standard Contractual Clauses
Description of the technical and organizational security measuresimplementedby the data importer in accordance with Clauses 4(d)and 5(c):

1. Personnel. Data importer’s personnelwill not process Customer Data without authorization. Personnel are obligated to maintain the
confidentiality ofany Customer Data andthis obligation continues even after their engagement ends.

2. Data Privacy Contact. The data privacy officer of the data importer can be reached at the following address:

Microsoft Corporation
Attn: Chief Privacy Officer
1 Microsoft Way
Redmond, WA 98052 USA

3. Technical and Organization Measures. The data importer has implemented and will maintain appropriate technical and organizational
measures, internal controls, and informationsecurity routines intended to protect Customer Data, as definedin the Security Practicesand Policies
section ofthe DPA, against accidental loss, destruction, or alteration; unauthorized disclosure or access; or unlawful destruction as follo ws: The
technical and organizational measures, intemal controls, and information security routines set forth in the Security Prac tices and Policies section of
the DPA are hereby incorporated into this Appendix 2 by this reference andare binding on the data importer asifthey were s et forth in this
Appendix 2 in their entirety.

Signature of Microsoft Corporation appearson the following page.

Signing the Standard Contractual Clauses, Appendix 1 and Appendix 2 on behalf of the data importer:

851B7BF C2840456 Rajesh Jha, Corporate Vice President

Microsoft Corporation

One Microsoft Way, Redmond WA, USA 98052
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Attachment 3 — European Union General Data Protection Regulation
Terms

Microsoft makes the commitmentsin these GDPR Terms, to all customers effective May 25, 2018. These commitments are binding upon Microsoft
with regard to Customer regardless of (1) the version of the OST and DPA that is otherwise applicable to any given Online Ser vices subscription or
(2) any other agreement that references this attachment.

For purposes ofthese GDPR Terms, Customer and Microsoft agree that Customer is the controller of Personal Data and Microsoft is the processor
of such data, except when Customer acts asa processor of Personal Data, in which case Microsoft is a subpro cessor. These GDPR Terms apply to
the processing of Personal Data, within the scope of the GDPR, by Microsoft on behalf of Customer. These GDPR Terms do not li mit or reduce any
data protection commitments Microsoft makesto Customer in the Online Services Terms or other agreement between Microsoft and Customer.
These GDPR Terms do not apply where Microsoft is a controller of Personal Data.

Relevant GDPR Obligations: Articles 28,32, and 33

1. Microsoft shall not engage another processor without prior specific or general written authorisation of Customer. In the case of general
written authorisation, Microsoft shall inform Customer of any intended changes concerning the addition or replacement of othe r processors,
thereby giving Customer the opportunity to object to such changes. (Article 28(2))

2. Processing by Microsoft shall be governed by these GDPR Terms under European Union (hereafter “Union”) or Member State lawand are
binding on Microsoft with regard to Customer. The subject-matter and duration of the processing, the nature and purpose of the processing, the
type of Personal Data, the categories of data subjects andthe obligations and rights of the Customer areset forth in the Customer’slicensing
agreement, including these GDPR Terms. In particular, Microsoft shall:

(a) process the Personal Data only on documented instructions from Customer, including with regard to transfers of Personal Data
to a third country or an international organisation, unless required to do so by Union or Member State law to which Microsoft is
subject; in such a case, Microsoft shallinform Customer of that legal requirement before processing, unless that law prohibits
such information on important grounds of public interest;

(b) ensure that personsauthorised to processthe Personal Data have committed themselves to confidentiality or are underan
appropriate statutory obligation of confidentiality;

(c) take all measures required pursuantto Article 32 of the GDPR;
(d) respect the conditionsreferredto in paragraphs 1 and 3 for engaging another processor;
(e) takinginto account the nature of the processing, assist Customer by appropriate technical and organisational measures, insofar

as this is possible, for the fulfilment of the Customer’s obligation to respond to requests for exercising the datasubject'srights
laid down in Chapter Ill of the GDPR;

(f) assist Customerin ensuring compliance with the obligations pursuant to Articles 32 to 36 of the GDPR, takinginto account the
nature of processing and the information available to Microsoft;

(g) at the choice of Customer, delete or return allthe Personal Data to Customer after the end of the provision of servicesrela ting
to processing, and delete existing copies unless Union or Member State law requires storage of the Personal Data;

(h) make availableto Customerall information necessary to demonstrate compliance with the obligationslaiddown in Article 28 of
the GDPR and allow for and contribute to audits, including inspections, conducted by Customer or another auditor mandated
by Customer.

Microsoft shallimmediately inform Customer if, in its opinion, an instruction infringes the GDPR or other Union or Member St ate data protection
provisions. (Article 28(3))

3. Where Microsoft engages another processorfor carrying out specific proces sing activities on behalf of Customer, the same data protection
obligations as set out in these GDPR Terms shall be imposed on thatother processorby way ofa contract or other legal act u nder Union or
Member State law, in particular providing sufficient guaranteesto implement appropriate technical and organisational measures in such a
manner that the processing willmeet the requirements of the GDPR. Where that other processorfails to fulfil its data protection obligations,
Microsoft shall remain fully liable to the Customer for the performance of that other processor's obligations. (Article 28(4))

4, Taking into account the state of the art, the costs ofimplementation and the nature, scope, contextand purposes of processi ngas wellas the
risk of varying likelihood and severity for the rights and freedoms of natural persons, Customer and Microsoft shallimplement appropriat e
technical and organisational measuresto ensurea level of security appropriate to the risk, includinginter alia asappropriate:

(a) the pseudonymisation and encryption of Personal Data;
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(b) the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems andservices;

(c) the ability to restore the availability and access to Personal Data in a timely manner in the event of a physical or technical
incident; and

(d) a process for regularly testing, assessing and evaluating the effectiveness of technicaland organisational measures for ensuring

the security of the processing. (Article32(1))

5.In assessing the appropriate level of security, account shall be taken of the risks that are presented by processing, in particular from accidental
or unlawful destruction, loss, alteration, unauthorised disclosure of, or accessto Personal Datatransmitted, stored or othe rwise processed.
(Article 32(2))

6. Customer and Microsoft shall take steps to ensure thatany natural person acting under the authority of Customer or Microsoft w ho has access
to Personal Data does not process them except on instructions from Customer, unless he or she is required to do so by Union or Member State
law. (Article 32(4))

7. Microsoft shall notify Customer without undue delay after becoming aware ofa Personal Data breach. (Article 33(2)). Such not ification will
include that information a processor mustprovide to a controllerunder Article 33(3) to the extent such information is reasonably available to
Microsoft.
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