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Teardrop Attack 

Source Routing 

Source Routing Types 

IP Address Ranges 

IPv6  

Protocols 

Protocols – ARP 

IP to MAC Mapping 

How ARP Works 

ARP Poisoning 

ICMP Packets 

A Way Hackers Use ICMP 

Ping Steps 

Protocols – SNMP 

SNMP in Action 

SNMP 

SNMP Output 

POP3 and SMTP 

Protocols – SMTP 

Mail Relay 

Protocols – FTP, TFTP, Telnet 

Protocols – RARP and BootP 

DHCP – Dynamic Host Configuration Protocol 

Agenda 5 

Networking  Device – Bastion Host 

Network Configurations 

DMZ Configurations 

Firewall Comparisons 

Network Devices – Firewalls 

Firewall Types – Packet Filtering 

Packet Filtering Firewall 

Packet Filtering Firewall Weaknesses 

Packet Filtering 

Rule Set Example 

Firewall Types – Proxy Firewalls 

Firewall Types – Circuit-Level Proxy Firewall 

Circuit-Level Proxy 

Firewall Types – Application-Layer Proxy 

Application-Layer Proxy Advantages 

Application-Layer Proxy Disadvantages 



Dedicated Proxy Servers 

Firewall Types – Stateful 

State Table 

Compare 

Firewall Types – Kernel Proxies 

Firewall based VPN Devices 

Best Practices 

Firewall Placement 

Packet Filtering (Cont.) 

Screened Host 

Firewall Architecture Types – Multi- or Dual-Homed 

Screened Subnet 

Agenda 6 

Dial-Up Protocols and Authentication Protocols 

Dial-Up Protocol – SLIP 

Dial-Up Protocol – PPP 

PPP 

PPP versus SLIP 

Authentication Protocols – PAP 

Authentication Protocols – CHAP 

Authentication Protocol – EAP 

Data Inspection 

Virtual Private Network Technologies 

What Is a Tunneling Protocol? 

Analogy 

Examples 

Tunneling Protocols – PPTP 

Tunneling Protocols – L2TP 

L2TP Encapsulation 

Tunneling Protocols – IPSec 

IPSec Basic Features 

IPSec Transport Mode 

IPSec Tunnel Mode 

Security Associations (SAs) 

Combining Sas 

Iterated Tunnelling 

Agenda 7 

SDLC and HDLC 

Layer 3 at Layer 2 

MPLS 

Multiprotocol Label Switching 

Quality of Service (QoS) 

QoS Services 



Autonomous Systems 

Routing Protocols 

Routing 

Routing Protocols (Cont.) 

OSPF 

OSPF Packet Values 

IGRP 

BGP 

Routing Protocol Attacks 

Metropolitan Area Network Technologies 

MAN Technologies – FDDI 

FDDI 

SONET Rings 

MAN Technologies – SONET 

Connecting Networks 

Network Services 

Network Service – DNS 

DNS Server Structure 

Name Resolving Steps 

Split DNS 

Host Name Resolution Attacks 

Network Service – NAT 

Types of NAT 

PAT 

NIS 

Storing Data 

NIS+ Authentication 

Agenda 8 

WAN Technologies Are Circuit or Packet Switched 

PSTN 

Connecting to the PSTN 

Circuit Switching 

Steps of Connections 

Multiplexing 

Types of Multiplexing 

TDM Process 

Statistical Time Division Multiplexing 

FDM 

FDM Process 

Packet Switching 

Circuit versus Packet Switching 

WAN Technologies – Packet Switched 

WAN Technologies – X.25 



X.25 

WAN Technologies – Frame Relay 

WAN Example 

Frame Relay 

PVC and SVC 

WAN Technologies – ATM 

Cell Switching 

Wide Area Network Technologies 

Dedicated Lines 

WAN Technologies – ISDN 

On-Demand 

ISDN Service Types 

WAN Technologies – DSL 

DSL 

ADSL 

SDSL 

WAN Technologies – Cable Modem 

Cable Modems 

Cable Network 

Satellites 

Hybrid Connection 

Satellite Coverage 

Satellite Supplying Different Subscribers 

Network Perimeter Security 

Complexity only Increases 

A Layered Approach 

Agenda 9 

Traditional Voice Network 

PSTN (Cont.) 

Private Branch Exchange 

PBX Vulnerabilities 

PBX Best Practices 

IP Telephony 

Voice Over IP 

Combination of Old and New 

IP Telephony Components 

Media Gateways 

PBX and VoIP 

Voice over… 

IP Telephony Issues 

Telephony Protection Mechanisms 

Telephony Security 

IP Telephony with Wireless 



IP Phones Security 

Mobile Technology Generations 

Mobile Phone Security  

Mobile Device Security 

Cell Phone 

Agenda 10 

Wireless Technologies – Access Point 

Wireless Frequencies 

Alphabet Soup of Standards 

Spread Spectrum 

OFDM 

Where does Spread Spectrum Work? 

802.11n 

Wireless Technologies – Access Point (Cont.) 

Architectures 

Wireless Technologies –  Service Set ID 

Authenticating to an AP 

802.11 Authentication 

Wireless Technologies – WEP 

WEP Problems 

Wireless Technologies – More WEP Woes 

Lack of Integrity 

WEP Security Issues 

Frequency Management 

802.11 Security Solutions  

802.1x 

802.1x Authentication 

Types of 802.11 Security 

IEEE 802.11i Standard 

Wireless EAP 

Wireless Technologies – Common Attacks 

Wireless Technologies – War Driving 

NetStumbler Example 

Wireless Reconnaissance Output 

Warchalking 

Countermeasures 

Wireless Attacks 

 
Wormhole Attack 

Wireless Technologies – WAP 

Wireless Technologies – WTLS 

i-mode 

Bluetooth 



Instant Messaging 

IM Threats 

IM Countermeasures 

IM Secure Infrastructure 

Domain 6 Review 

 
Domain 7 - Malicious Code         4h 23m 

Malicious Code 

Common Information Flow 

Vulnerabilities at Different Layers 

Tiered Network Architectures 

Sensitive Data Availability 

Cookies 

Find Out Where You Have Been 

Pulling Data 

Web Server Error Pages 

Common Web Server Flaws 

Improper Data Validation 

Directory Traversal 

Buffer Overflow 

Cross Site Scripting Attack 

Common SQL Injection Attack 

CGI Information 

Logging Activities 

Best Practices 

Agenda (1) 

Are ALL Patches Applied? 

Patching Process Chart 

Patching Issues 

Agenda (2) 

Virus 

Boot Sector Invasion 

Types of Viruses 

More Malware 

Blended Malware 

Hoaxes 

Agenda (3) 

Malware Protection Types 

More Bad Stuff 

Attack Characteristics 

Disclosing Data in an Unauthorized Manner  

Covert Storage Channel  

Covert Timing Channel 



Circumventing Access Controls  

Attacks  

Attack Type – Race Condition 

Attacking Through Applications  

How Buffers and Stacks Are Supposed to Work 

How a Buffer Overflow Works 

Watching Network Traffic 

Traffic Analysis 

Functionally Two Different Types 

Double File Extensions 

Denial of Service Definition 

 History of Denial of Service 

Denial of Service Attacks 

Types of DoS Attacks 

SYN Flood 

SYN Attacks 

SYN Attacks Defense 

DDoS 

Distributed DoS 

DoS Tools 

DDoS Tool: Trin00 

Other DDoS Variations 

DDoS Defenses 

DDoS Countermeasures 

RPC Null Fragment Attack  

Another Danger to Be Aware of…Spyware 

 New Spyware Is Being Identified Every Week 

Passwords 

Password Generators 

Password Attacks 

Rainbow Table 

Countermeasures for Password Cracking 

Cognitive Passwords 

One-Time Password Authentication 

Synchronous Token 

One Type of Solution 

Synchronous Steps 

Challenge/Response Authentication 

Asynchronous Steps 

Cryptographic Keys 

Passphrase Authentication  

Memory Cards 

Smart Card  



Characteristics 

Card Types 

Home Page Hijacking 

Webpage Defacement 

Precautions 

Password Verifier 

Online Attack 

Offline Attack 

Salt 

Ping 

Ping of Death 

Session Hijacking 

Attack Steps 

Spoofing 

Man-in-the-Middle (MiM) Attack 

Mobile Code with Active Content 

Types of Mobile Code Attacks 

Attacks and Exploits 

JavaScript and Visual Basic Script 

Structure and Focus of Malicious Code Attacks 

Malicious Code Attacks 

Phases of an Attack 

Reconnaissance 

DNS Commands and Tools 

Whois Tool Screen Capture 

Tools 

SNMP Tools 

Port Scanning 

Security Probes – Nessus 

Access and Privilege Escalation 

Hackers 

Motivations 

Internal Risk 

Defense in Depth 

Application Defenses 

Operating System Defenses 

Network Defenses 

Anti-Virus Software 

Patch Management 

Issues With Patches 

Automatic Patch Management Solutions  

Vulnerability Management 

Common Vulnerabilities 



Network Monitors and Analyzers 

Content/Context Filtering 

Honeypot 

Honeynet 

Attack Prevention Techniques 

Safe Recovery Techniques and Practices  

File Backup and Restoration Plan  

Domain 7 Review 

Course Closure 
 

 
 
Total Duration:  35h 32m 


