
ONLINE WORKER SAFETY 
HAZARDS AND CAUTIONS

A PRACTICAL HARM REDUCTION GUIDE ON WHY AND 
HOW SEX WORKERS CAN PROTECT OURSELVES AT WORK
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MORE RESOURCES
HACKINGHUSTLING.COM • SURVIVORSAGAINSTSESTA.ORG • CODINGRIGHTS.ORG/4 • SSD.EFF.ORG • HOLISTIC-SECURITY.TACTICALTECH.ORG

Devices connected to the internet all have an IP address, a unique number 
ID. Numbers are great for letting computers talk to computers, but try to 
imagine having to remember something like 170.149.159.130 every time 
you want to visit a website (try it!). The Domain Name System (DNS) 
allows people to connect computer IP addresses to human readable (and 
easier to remember) domain names.

Data centers tend to be 
concentrated in specific 

places in the world. It can be 
hard to know exactly where the 

computer hosting your content 
lives unless you have a direct 
relationship with the hosting 
provider.

When 
your data or 
your website's in "the 
cloud", that really just means it's 
on a computer in a data center.

A BUNCH OF COMPUTERS 
(YOUR WEBSITE OR DATA 

IS ON ONE OF THEM)

IN A BUILDING FULL OF COMPUTERS

VI
RT

UAL P
RIVATE NETWORK SERVER

WHAT’S A VPN?

When you’re connected to the 
internet, your online activities can 

be traced back to the network 
and the device you’re using. 

Tor is a little more complicated than a 
VPN–it bounces your traffic through a 
bunch of servers, making it harder to 
trace your online activities back to you.

THE REST OF 
THE INTERNET

When you use a VPN service, 
your internet connection is routed 
through another computer somewhere 
else, so your traffic can be connected 
to the VPN but not directly to you. 

DOMAIN NAMES

TOP-LEVEL DOMAIN (TLD)
•	 Owned by domain registries, 

who maintain records of who has 
domain names using the TLD (the 
WHOIS entry)

•	 There are two types of TLDs: 
generic TLDs (.com”, “.horse”) and 
country-code TLDs, which are all 
made of two characters and are 
managed by specific countries 
(“.de”, “.is”). Some countries have 
rules about types of content can 
be attached to their TLDs and have 
revoked domains based on content 
(Libya, .ly. is one past example).

hackinghustling . com

YOUR DOMAIN
•	 Purchased typically by a third-party 

service that might also bundle 
hosting with the domain (like 
GoDaddy or Squarespace). 

•	 The third-party reseller will send 
your domain purchase to a domain 
registrar, who process adding 
that new domain to a database of 
domain names assigned to a TLD.

•	 This means your domain name 
purchase (and your personal 
information provided when you buy 
the domain) can go through a few 
different hands. 

WHAT IF LAW ENFORCEMENT TAKES YOUR DEVICE?
“I Do Not Consent To This 
Search” 
This statement, along with “I am not 
saying anything without a lawyer”, 
or “do you have a warrant” is 
probably the only thing you should 
say to law enforcement. It won’t 
stop a search from taking place, 
but it is important to have stated 
on record for future possible legal 
proceedings. 

Does your phone have a 
passcode?
Number or gesture-based passcodes 
are a good option here.  You can’t be 
compelled to enter your passcode 
onto your phone for police. However, 
if you use a fingerprint lock, law 
enforcement can force your hand 
onto a device to unlock it. 

Are your notifications 
visible on your lock screen? 
A passcode is far more helpful if 
your lock screen isn’t displaying 
full text of notifications from your 
messaging apps or your emails. 
You can change the settings 
on your device to only provide 
notification of a message without 
any of its contents. 

Were you separated from 
your phone at any time? 
If police take away your phone or 
computer and then return it to you, 
it’s possible that the device was 
tampered with in some way. You 
probably don’t want to keep using 
that phone. 

PRODUCED IN COLLABORATION WITH HACKING//HUSTLING: 
A PLATFORM FOR SEX WORKERS IN A POST-SESTA WORLD

WHERE’S  MY CONTENT?

When you’re connected to the 
internet, your online activities can 
be traced back to the network 
and the device you’re using. 


